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Malware Detection Based on Critical Application
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[Abstract] Aiming at the problem that malware detection method based on signature can be easily subverted by obfuscation techniques, this paper
proposes a detection method based on Critical Application Programming Interface Graph(CAG). By statically extracting nodes with critical API
calling from Control Flow Graph(CFG) for each malware, each malicious behavior can be presented by one CAG. A matching algorithm based on

CAG is used to determine whether a suspicious executable programming has the same malicious behavior as a malware does. Experimental results

show that the method can detect malware variants efficiently with low false negative rate.
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