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Design of AES S-box Circuit with Anti-DPA Attack

ZENG Yong-hong, YE Xu-ming
(Institute 8357, Third Academy of China Aerospace Science and Industry Corporation, Tianjin 300141)

[Abstract] This paper proposes an asynchronous Advanced Encryption Standard(AES) S-box circuit with the performance of anti-Differential
Power Analysis(DPA) attacks. In this S-box, composite-field arithmetic is used to attain the compact S-box architecture, the single-rail asynchronous
pipelines are inserted in the data-path circuits to reduce the S-box circuit’s power, its property of anti-DPA attack is improved by introducing the

locally inserting asynchronous dual-rail circuits and the disordered-data mechanism. Simulating validation and test are done by the presented

simulating DPA attack platforms for the S-box.
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