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[ Abstract] This paper proposes a guess attack method on Trivium based on chosen differential. By analyzing the key generation equations of
Trivium and determining 52 bit of its interior state which need to be altered, and then fault injections are used to alter these 52 bit and a faulty key
stream can be obtained. The difference between the faulty key stream and the original key stream is computed, so that it only need guess 45 bit to
make 177 nonlinear equations of key stream generation equations become linear equations. With the addition of 66 original linear equations, the rest

243 bit can be obtained by gauss elimination, thus Trivium is broken.
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