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Multiple Grade and Multi-proxy Signature Scheme
Protecting Agent Identity
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[ Abstract] This paper proposes a multiple grade and multi-proxy signature scheme to protect agents’ identity based on RSA signature scheme. The
producing center of shadow identity gives every agent a shadow identity to sign for messages, which ensures that agents’ identity can not be
divulged, and the authority can ask producing center of shadow identity to trace back to the true identity of an agent when he abuses his power.

Security analysis shows that the scheme has the properties of non-repudiation and distinguish ability, and it can not be faked up.
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