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[ Abstract] In view of the lack of formal representation of the theft type APT attack,a hierarchical APT representation
model is built which named APT-HRM. Referring to the HARM model, the APT attacks are divided into two layers:
Attack Chain( AC) and Attack Tree (AT). The AC is composed of 4 stages;reconnaissance, infiltration , exploitation and
exfiltration. The AT is composed of attack means in each stage of the AC,and the APT attacks are carried out in stages
according to the AC. Analysis results of DUQU 2.0 APT attack show that, the model can effectively describe the APT
attack behavior.
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