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Research on Flow Sampling Algorithm Based on Counting Bloom Filter

ZHAI Jinfeng' ,SUN Libo' ,LU Kai*,LIN Xueyong’,QIN Wenhu'
(1. School of Instrument Science and Engineering, Southeast University , Nanjing 210096 , China;
2. Nanjing Metrology Supervision and Inspection Institute,Nanjing 210049, China)

[ Abstract] In order to adapt to the high-speed network environment and realize the accurate measurement of network
traffic ,a network algorithm of flow equal probability sampling based on the combination of Counting Bloom Filter and
packet-based flow sampling technique is proposed. It identifies whether there is a new flow by the 4 bit Counter vector,
and realizes the equal probability sampling of the network flow by adjusting the sampling frequency constantly to
compensate for the error rate of the new flow judgement. Then, it makes an equal probability sampling of network flow
and obtains a more realistic distribution of network traffic. Experimental results show that the algorithm’s measurement
results are close to the real value of network flow,and it has scalability, which can meet the current demand of traffic
measurement in the complex and changeable high-speed network environment.

[ Key words] high-speed network; flow sampling; Counting Bloom Filter; equal probability sampling; hash function;
Counter vector
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