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Security Analysis of Dynamic Heterogeneous Redundant System
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[ Abstract] The main causes of threats to cyberspace security are vulnerabilities and backdoor problems. In order to solve
the threats based on unknown vulnerabilities , backdoor or virus Trojans in cyberspace,a probabilistic mathematical model
is established for the typical architecture of mimic defense, Dynamic Heterogeneous Redundancy ( DHR) system. The
security of the system is discussed from the perspective of output consistency rate and system attack success rate. Through
the solution and analysis of the model, the expression of the attack success rate of the DHR system is obtained,and some
properties of the DHR system are analyzed. Analysis results show that the DHR system has better anti-attack capability
than the static heterogeneous redundant system.
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