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[ Abstract] For information security issues that the normal users unauthorized access to unauthorized system resources
and unauthorized users access to system resources illegally in Web system, this paper analyzes the principle of the Broken
Access Control(BAC) , uses the access control technology based on the role and authorization mechanism of the Shiro
framework ,and proposes an authority access control algorithm, which realizes flexible and safe management to different
modules in the system. Analysis result shows that this algorithm can effectively prevent the BAC and improve security of
the system.
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Subject currentUser = SecurityUtils. getSubject( ) ;

if (currentUser. hasRole( "read" ) ) |

//F 8" read" FUIR

| else |
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< shiro;hasRole name = " read" >

<! — WHME" read" FR — >

< /shiro : hasRole >
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@ RequiresPermissions( " user;read" )

//P0A A" user” HAY " read” FUIR
void someMethod( ) ;
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@ RequiresPermissions( " user: find" ," user;add" ,---)

void someMethod( ) ;
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public @ interface ClassPermissions {
String[ ] value( ) ; |
2) £ Spring "' Jit & SC {4 spring-shiro. xml FR I ;
<bean class =" com. XxX.
ClassAuthorizationAttributeSourceAdvisor" >
< property name =" securityManager" ref =" securityManager"/ >
< /bean >
3) 4k 7k AuthorizingAnnotationHandler 2%, ¥ #4
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public ClassAuthorizingAnnotationHandler( ) |
super ( ClassPermissions. class) ; |
@ Override
public void assertAuthorized ( Annotation an ) throws
AuthorizationException {
ClassPermissions per = (ClassPermissions) an;
String[ ] permissions = per. value() ;
getSubject( ) . checkPermissions( permissions) ;
return; | |
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Interceptor () |

super( new ClassAuthorizingAnnotationHandler( ) ) ; |
public ClassAuthorizingAnnotationMethod-
Interceptor ( AnnotationResolver resolver) |

super( new ClassAuthorizingAnnotationHandler( ) ,
resolver) ; |
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private static final Class < ? extends Annotation > [ |
annotationClass = new Class[ | {//7F AR

ClassPermissions. class,

RequiresPermissions. class, ===+ | ;
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@ Override

public boolean matches( Method m,Classc) |
boolean flag = super. matches(m,c) ;
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if(! flag && isAuthzAnnotationPresent (c) && isWebAnnota
tionPresent(m) ) |

flag = true; |

return flag; |
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private boolean isAuthzAnnotationPresent( Method m) |
for( Class < ? extends Annotation > ann:

annotationClass {

Annotation a = AnnotationUltils. find Annotation( m,ann) ;

if (a! =null) {return true; |

| return false; |
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