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[ Abstract] Aiming at the current situation that the existing SM4 algorithm mask scheme cannot completely resist the
Differential Power Analysis ( DPA) attack, a scheme based on secret sharing resistance DPA attack is proposed. This
method constructs a new S-box by transforming the input into the composite domain and combining with the secret
sharing as well as the threshold scheme. The new S-box uses secret sharing function instead of affine transformation,
adopts the virtual value method in the multiplier grouping, and introduces the decomposition method in the inverter, which
makes the scheme have less computation times and lower space proportion. Security analysis and experimental results
show that the S-box constructed by this scheme can effectively resist high-order DPA attacks and glitch attacks,and has
low power consumption.
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