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Cross-site Request Forgery Defense Method Based on
Randomization Parameter Name
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[ Abstract] Traditional client-based defense methods have poor user experience, poor compatibility, prone to false
positives and false negatives, and cannot effectively prevent Cross-site Request Forgery ( CSRF) attacks. To this end, a
defense method for randomizing request parameter names is proposed. By reversibly encrypting the parameter names in
the Uniform Resource Locator( URL) address of the website,such as the parameter names in the Form , it is ensured that
the parameter names of all the requests in a session interaction are randomized , preventing the attacker from obtaining the
parameter name information and implementing a CSRF attack. Based on this method, an open source PHP library is
designed and implemented, which is deployed in open source PHP programs. Experimental results show that compared
with Token-based methods,this method can effectively defend against CSRF attacks.
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Tk 8 i AT A 9 B T Be 45 3] SESSION A i fE, M
MARIE T REPLIL 3 B0 22 4k o 2= T REHLAL I 8 55

Client

GET: sendmoney.php

<input name="sendto"***/>

<input name="monkey"***/>

Server

LR B —> -

WL A ol TN SR R R AT AR IR 55 A e, BRI
Tl # REAE AT 2 0 ol 1) PRACHSD , 72— e o0 Bk
HIETOTE A B UEACHD A, DRI T o Gkt R R
ENIU

ARSOR FE AT T By A 7 S I JE B4 SR R B
HLAL B 480 50 B a1 5 BoR o

— BT

- Bifa
R N T
- ! kAL i Qb B

....................... 2. IR 55 i ¥

i <input name="14c4bb" *++/> |

i <input name="5f4dcc"***/> |

3. BEiRk—> ™

____________

Uil

€4 R R

&S5

TEELS v, M 2 bR iR By 2 6 B MLAL B i 2 J5
TEREAS TR v ke AR AR AR i D, B4 O T ) BE ML A
MG & R IEERAE . Hrh e % 5 o iy ok A% & v
S A, B R BAA & U S BN T B
B PR . NHT & DU 43 B, R e ok
U] S04 e A AR O WA 1 R 0 A RN
i 1 DA R Tl e T 1) R, R AR SRR kA T
A B IE A 1 R B0l R Ja B IR S s i
7 B el AR T WA HL AR % B Y AR R DR A L Bl PIL AL
SR VA RSB . % 0 AR U SR R,
IR AT & IR A7 7E R ¥ P Y SESSION, SESSION
JEORAETE MR 55 2% v 19 58 1EL X, %5 9] A9 A= s 0 A £ %o
PRI REAN S A 52 . L RE X Form 3 5
WS BT LA 8 2 X 2 804 2R AT R AL AL Y
TR ERAE A 23 I AHT B A St RRT S RE , R4k
BHH PS84, BI85l AR 8, &5
BXTSEA R EE  E S AR R B, X S B4
) A 30 2 7 i 55 A b B 22 T, 3 A 4k 3 CHE B A
i) Web T & A 43 & W, , 258l Java 1 [1§ Filter , PHP
A1) include common. php, R IEE S, )
105 & M55 a B FE P HEAT A B, BT DL, X S804 1
05 AN 23 52 W R AR Y D RE, g 2 1 X
S R 56 FR A U

PRl I3l ) 25 5 A, XS R Y T BE AL AR Y B

RE AL 1L B3 180 53 47 X b

WIS Z )5, Bk T 7E SESSION i R 17 [ #L 1k £ %
B, 91 BA AR R Fe b 51 AT R A9 A2 B BT 9 A R
H BEALAE A 2 B0k 30 A 2 0 R P B 88 A I 7 0
LR 3 b 5 48 7R 2 5 AU 2 H AT Web I % b
f14 i i 8y 2K

4 LHFRiIF

B HATRATHY CSRF Hily , AR SCHR H — M2 8
ZFE ML Ak CSRF s f J7 ik o i Bl AL AR 5 3% & 28 A
Web I 55 ¥ , T % B A SCT %19 PHP IR, H
Pk P ZEREALAL 19 2 0, M TR SR R A Bl L
WS B —BPE R Dh i35 K, TG CSRF It
io 5 EA T & i 14 B 07 kA L BEPLAE TS i
AR AR ARG, 5 C A Ik 55 3 19 Token 5 W%
Eo, A4 7E M D JSONP #il postMessage Y Jj i fill 15
Token {ift &% 1M & £t CSRF il A1 L. L 45 R &
W1, CSRF FfitLAL B 48 75 58 L 5 T Token 1977 iL BE%
BB R By ) CSRF iy, [7] i AN 52 1 P (A6
Bt FEANWTIE 1207 R BTG 5835 o

T RE N8 BN 5 i 3t 0 AR T S B B AL AL
CSRF Wi i1 J5 3%, F— 2 1E Web fIR 55 = 4l apache |
nginx | DU TR Xt AT 2 804 BEALAL , UTE A8
o AR B B0 R SE S B4 BE PIL AR 9 B 3
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