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[ Abstract] In order to identify a small number of abnormal traffic samples in network traffic more effectively, an
abnormal traffic classification method based on improved extremely random trees is proposed in this paper. The
information gain rate of each feature in the data is calculated and the feature set of lower dimensions is obtained. On this
basis, the classification model is trained with the use of random training method. For parts of the base classifiers, all
training samples are used,and for the others, they are trained with the resampling data. At the same time, the weighted
statistical method is used to modify the final voting rules for those base classifiers using the resampling data. Experimental
results show that the proposed method can achieve the accurate rate of 0.995 6 on the NSL-KDD data sets. Meanwhile,
compared with other ensemble classification algorithms such as ET and RF,this method obtains better classification results
when dealing with fewer data samples.
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