44 % E 128
Vol. 44 No. 12

cREFK -

it E OH T E

Computer Engineering

2018 4£ 12 H
December 2018

XEHES . 1000-3428(2018)12-0190-06 XERFRER: A FESEE: TP309

ET WSNWEeRSHIENZERESEAR
IHE,REFS, N R
(VAL E K2 MR A5 TR 26, 220 730070)

OB GO LA R 0 4 B R T SR SCROE A B IR A/ S IR T LGB A O 8 A2 R R S D T AT AE
G MBCRITH A L o i, 38— b2 ] 25 Koe s R A 07 % o SR A1 DGHV 2 [R] 2553 3 X0F B AL a1t 47
LI T R B O B A BT AP T R A A B AT R A RIAE T o AN T BT AR =07,
PARE S B 70 B T PR DR, DLHRAE PN 3B 2 i OF 2 s AT AR . S 5 R R, %07 S8 IND-CPA % 4 i, RE LA
/ANty H i 2 4 R A

REBBIA : TOL AL AR W4 5 A R O s 7 B R s TR AR =07

RS AR ERIS ORESE X B BT WSN g 2[R 8 R4 75 2 0T iU AR 2018 ,44 (12) :190-195.
FE 5| A : WANG Caifen, CHENG Yudan, LIU Chao. Fully homomorphic data encryption aggregation scheme
based on WSN[ J]. Computer Engineering ,2018 ,44(12) :190-195.

Fully Homomorphic Data Encryption Aggregation Scheme Based on WSN
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[ Abstract] Traditional data encryption aggregation schemes in Wireless Sensor Network (WSN) have some shortcomings
in security and efficiency,such as ciphertext data operation,resist internal/external attacks,tracking and repairing errors. To
solve this problem,a fully homomorphic data encryption aggregation scheme is proposed. DGHV homomorphism algorithm
is used to encrypt the privacy data,and the identity information of the node is embedded in the digital signature,so that the
scheme has the ability to trace and repair errors. In addition,the scheme does not require a trusted third party, it allocates
interference factors in clusters to defend against internal attacks and improve operational efficiency. Experimental results
show that the scheme is IND-CPA secure,and it can resist internal/external attacks and satisfy the full homomorphism.
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