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[ Abstract] Most of the supply chain control systems adopt a centralized design,and the system load ceiling is severely
constrained by the performance of the central server,resulting in the entire supply chain not flowing properly. Therefore,
a scheme combining blockchain, Bitcoin protocol deterministic layered wallet and multi-signature technology is proposed
to meet the requirements of product coding, rights management, property transfer, product traceability and anti-
counterfeiting verification in the supply chain. The internal entities of the supply chain are divided into " personal

"o

entities" " product entities" and " right entities" ,and the entity key is allocated by using the layered wallet technology. The
tree structure coding system based on layered wallet technology is given, and the mechanism of decentralized right
management and property transfer information recording and verification based on blockchain transaction is designed.
Analysis results show that the scheme has the characteristics of blockchain decentralization, transaction traceability and
non-tamperability , which can solve common problems in existing technologies and systems, and has greater advantages
compared with traditional supply chain control schemes.
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