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[ Abstract] Aiming at the problem that the user key is easy to be leaked in the existing ciphertext policy attribute
encryption scheme,a ciphertext policy scheme based on secure three-party computation protocol is proposed. By using
Attribute Authorization center( AA) ,cloud Data Storage Center( DSC) and User, a secure three-party calculation is carried
out to construct the proxy-free key publishing protocol, which enables the client to have the necessary subkeys to generate
the complete key. The security analysis shows that this scheme can effectively eliminate the threat caused by the single
secret key generation center and the easy leakage of the user key in the process of transmission to the user and enhance the
security of the user key.
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