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Optical Image Encryption Algorithm Based on Quick Response Code Constraint

CAO Lei
(School of Education,China West Normal University , Nanchong, Sichuan 637000, China)

[ Abstract] In order to improve the security and decryption quality of optical image encryption algorithm and facilitate
key storage , management and transmission ,an image encryption algorithm based on Quick Response( QR) code constraint
and chaotic Gyrator transform is proposed. A two-dimensional coupled chaotic system is introduced, and two random
phase masks are output after iteration using plaintext pixels. Two chaotic sequences are used to calculate the rotation
angles of the two Gyrator transforms,and then the corresponding fast response codes are generated by plaintext. The codes
are placed on the input plane of two random phase masks and a real ciphertext is output by two-stage Gyrator transforms.
At the same time,the traditional phase retrieval technology is improved by using the support constraints of the QR code,
and the original QR code is retrieved from the ciphertext and the decrypted image is decrypted. Experimental results show
that the proposed algorithm has higher security and decryption quality than the optical image encryption algorithm based
on circular harmonic component expansion and Gyrator transform, under noise attack, the distortion of restored
image is lower.

[ Key words] optical image encryption; Quick Response ( QR) code;two-dimensional coupled chaotic system ; random
phase mask ; Gyrator transform ;phase retrieval technology
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