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[ Abstract] In order to improve the security and reliability of military Ad Hoc network , this paper proposes a hierarchical
network architecture and designs a Shortened Random-based Signcryption ( SRS) scheme by using a random number
instead of timestamp in Direct Key Exchange Using Timestamp Signcryption ( DKEUTS ) scheme. According to the
security requirements,communication and computing performances of different nodes, this paper chooses the DKEUTS
scheme or the SRS schemes with different signcryption parameters. By discriminating whether the network node is a cut-
vertex , the network connectivity is predicted. The information of network connectivity can be used to reconstruct network
topology and guarantee network reliability. Performance analysis results show that the proposed hierarchical network
architecture and security protocol can be applied in node non-homogeneous networks.
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