£42% F3H it ' M I # 2016 4¢3
Vol.42  No.3 Computer Engineering March 2016

- FEMRETIENA - T EHE . 1000-3428 (2016 ) 03-0289-06 STERARIDAD: A HESEE. TN91Y.5

SR EITHREAEERAZITSSW
o EERL,EBAE, T W
(P E TR SR A B 58 =+ g B, g 200233)

B OF . 4R PR R b R A e A 0 2 R R 2 e B O 9 B — 3 T OB 8 AT g AR 1T B B
(FPGA) 57 {5 5 Ab L 87 (DSP) ZLH4 (1 R4 Ak B e . 2 - FPGA /35| 55 DSP i i S & 77 fif 4% 4% 11 (EMIF) &
AT I . FPGA 1#7 il PCle , EMIF 28 S0 BUIL 5 b A7 HL AT DSP 13 5, JF 45 5 0 BL-YC 4R B 3% 9 A7 A7 AR
Bt KAk PCle 5 4l %6 . FPGA 2#ffi Jfl AURORA Hpil 55 FPGA 1#JEAT SR 473 15 , 52 BL 2 4> i o 0k 9 98 47
VB TR IS SRR 19 42 R RR) R EE AL o DSP 6 52 K080 i it 5 505 9 S 400 B V8 B AR RS 2 A B 7 R b LR
BAE R GET AR RE S PERE SR IR S SRR i e 5 LAY @ 5 R A] 3k 11.36 Gb/s, [f] i HA % 5% P
R ] E A A R o T e A T Ak B 4

KRB EENTFIGECPE A B8R s PCle B4 B T g A2 11 FE 51 5 b b LI #1F R 4

5| AR IR 2 BIRE, SRR SF i R T B A R A BT S ST ] T RL TR ,2016,42(3 ) 1289-294.
#FE 5| A3 : Xu Jian, Hou Zhenlong, Gong Donglei, et al. Design and Implementation of High-speed Serial Data
Processing Module[ J]. Computer Engineering ,2016,42(3) :289-294.
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[ Abstract] In order to improve the diversity and safety of data encryption and decryption algorithms in cryptographic
modules, this paper designs and implements a data processing module based on dual Field Programmable Gate Array
(FPGA) and Digital Signal Processor ( DSP) architecture. Two pieces of FPGA are interconnected with a DSP by
External Memory Interface( EMIF) bus. FPGA 1# communicates with PC and DSP by PCle and EMIF bus, and Scatter-
gather Direct Memory Access (SG-DMA ) is used for high-speed data transferring application. FPGA 2# realizes serial
communication with FPGA 1# by AURORA protocol , makes multiple algorithms work in parallel, and supports global and
partial reconfiguration of the algorithm. DSP realizes parameter configuration as well as key generation and management
for data encryption and decryption algorithms. The driver and application software are designed on NeoKylin operating
system to test the module’ s function and performance. Results show that the rate of communication between the module
and the host is up to 11.36 Gb/s,and the module has the characteristics of high safety and reconfiguration suitable for
high-speed data co-processing field.

[ Key words] Direct Memory Access ( DMA ) ; Digital Signal Processor ( DSP) ; PCle bus; Field Programmable Gate
Array (FPGA) ;NeoKylin operating system
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