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[ Abstract] Aiming at the problem of illegally tampering of Digital Imaging and Communications in Medicine ( DICOM )
file header information when it transfers on the public network,a DICOM file header information tamper detection method
is proposed. The method processes the file header information as image pixels, and generates the watermark of the file
header information with Hash function constructed by Message-Digest Algorithm 5( MDS5 ). The watermark of the image
is embedded in DICOM image as an reversible and invisible way. The difference between the extracted watermark and the
regenerated watermark is using for tamper detection of the DICOM file header. Experimental result indicates that, this
method is highly sensitive to the file header information tampering. Even 1 bit change can be detected, the certification
process is simple and the accuracy is high.
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