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[ Abstract] Due to the openness of wireless network, user identity and service information may leak in the interaction
between mobile devices and servers. Therefore, this paper puts forward a payment mechanism to protect the privacy of
mobile network users. In this mechanism,servers adopt the method of Ciphertext Policy Attribute Based Encryption( CP-
ABE) to send results to users,which is more efficient than using the traditional encryption method. Furthermore , by using
pseudonyms , multiple users can make an joint request to get one or more services, which reduces the cost for users while
protecting their privacy. Analysis results show that the mechanism can protect the privacy of user identity, realize secure
communication , and reduce the cost of server-side computation and communication.

[ Key words] mobile social network ; mobile user;privacy-preserving ; paid service ;attribute encryption

DOI:10.3969/j. issn. 1000-3428.2016. 08. 020

PR g fe KA . SCHRT6 T 482 78 7% 3l SO AR T i3

1 VI 4 07 % oK AR AIE B B3R I 28 - 4 FLR T 4G

W 7 % 15 4 1% B, e B £ 4 O R R A
FIRS 3 & o ke R HUIR 55 . AT 3% 0 i L IR 45 3 5t
B 3l W 2 15 R IR R S B & oA BRI T 9 %
Ko PRI, B 3l B 4 4 A v sk 0 B A 375 AT ) 30
Vilal 45 A 2 T Se bR M (. SR, T
2 T 2% 19 IF T £ ) % 3 4% 3 ke B BRUIR 45 7T R A7
222 4 W BB ] 22 4 T 58 b 52 2 8% B0 IR 45 2 B R
TR SR BT S B . SCHRL 12 ]38 k- 4% i
ZJE, O %H R k-4 85 X5 e s s ) i
55 BRI 45, 3 A 77 20 AR T (E R VA SE B

[ig s

AT, B 55 42 46 BT BR 1 2 43t 22 ol AN ) 1 o 1) 4
P55 A T oA B A B A B AR 55 .
iy A PR AR B A S M 55, O 52 BU 7 A1) 4 de K A
JEARSCRIFFE N A o B AnAS 3 i 1 i 5 4 3 2R 5
— 5 AT B A ARIE SO O TR B, AT L)
FEZIEER AR TR0 P2 Rk, —&
li JIR 55 4t 0 oK, 1 PR 55 9% FH o AR SCHILA K SE B 22
PPV G 3 SR AP A 2% M 55, AR AR 7 A [ It
I8 I RS AA DR A [

EeWB EHE A APV TH (61173188) 3 2 B8 B 5 T R 2E 4 B By I H (14016042015 ) ;% B8 ¥ KL B AR B 27 0 58 56 4

PR S 5 H (KIJ2013A017)

TEE B A AR (1990 =) I3 UL FE 2k, AT D5 1) O PO 4% 5 15 2 e s 1 3, 1o SO, 0L AP 5020

%5 B 81 :2015-06-30 & B H #§:2015-08-10

E-mail : chuansong06@ 163. com



108 02 N N ] A D -

2016 4£8 A 15 H

B L] o, R T AR A i L 1 )
P2 1 SR W 4 FH 7 R 8 R AT I B R 4R A A A0k
JE U5 T) 2 ] 9 B8 0, A ) 3 P AR SO R 5. X
BRL8 ] 42 th % 91 % g J& M i % U5 % (Key Policy
Attribute Based Encryption, KP-ABE) , % 3l J& 1'E &
A OREE, TR P 3 AR ) Z5 R A A G . 2007 4R, 3C
BRL7,9 153 00 $12 th B8 45 30 52 o 5 ] 42 i) 38 8 1) %8 3C
%W J@ Pk i % ( Ciphertext Policy Attribute Based
Encryption, CP-ABE ) , 7£ CP-ABE 1, % W & BE i
) 8548y, T P 3 A el Jm AR G U

JwrEmE e T Ui . SCEk[10]
$2 3T CP-ABE 551k 1 o 76 HiHiE 15 In) 42 ), 72
M 55 SR LT AN TG M AT 32 T ARIETE R BOR B R =
et RGP R s 12 vk SCERO 1T ] 2 7 ) 1 i %
TR AL Mg b P B AR T S0 T Rk
g CRUERS 3l P B 7 B B AL o SCRRC 12 ] 56T e v m
BB T Ao IERS, THFEHEIT R
girh oy BE SR B BEST IR ST, IR D4 8 B 1y BE R
SCHRL 13 J 4 M — A B8 R 36 i J ok % 5 %2,
JHRE S ST M xoF ECHE 08, I HLAS T SRR T LAY
RIAE AL, >R FH A B o 4% 1 SE 3R AN 8 BR PR AP
P BaAL o SCHR 14 45 FH Jas 4 o 4 ke O 47 o 1) 4 52
W 28 Y B RO B 37 5 5%, 1% 5% RE 6 ik f A+ 52 I 4% iR
SRR S RGN AR P& ST, A
3 P AT Al e M1

AT Jw M Oy R — N2 P B AT
KA B8 M 55 i B AL G AP AL, LA RO 7 T B AL
(] INF 920 P B 5 Rl AR AR o FEIZHIL R, i 55 4% A
it U e P g B Ay S 3 2 A O R g5 i A%
i, W0 R 55 A i TSR A A AL

2 &R

2.1 kX mst

B G G, S R i 28 b 5T AL B g B 4G
WHE(q e — D REE) ¢ & G HAMTT, B e
GxG—G, FRNIX 2 A3 B Z 6] 1) — A WLk
X AT 3 AR

(D) MEEM: X TFHAM ¢,8 G Ma,b
eZ Wit e(gl,g) =e(g.8)"

(2)dEB bt e(g,8) #1,

(3) AT AE A BN AL W TR EM g, 8,
e G RBBITAH e(g,,8,) -
2.2 BXRBEEMEME

E 5 SC O W T e 8 SR T — A

25 T B T — R Pk G, 4 H AU & 1
A5 TP B Jm PR RE % W 2 1 U5 R) 45 AL I RIDRT A % . TE
BN RGO TA 1817 % 2 S HUE T % Y
MK T4 PK AR5 B8 91 A 3544 i 7 ) 42 4l Jis 4k
BT B 5 R 2505 3] 1 & dls m i s 3 CT,
Ba Ui 26 A C Y JE TR 5 4 TS o, AT AE P
OARE B JE A A ) SK g P, TP ]
AR ik 2 2 3L CT

2.3 MgRE

AT R RGN 1 R

& -

R S5 HL e
@
% Da;/ BCy; iin
— =
<—
i DG g

Bl AXRFEHRE

ARSI R T 4 A TR R, BV AT {5 B LAY
(Trusted Authority , TA) .#23/j ] J* ( Mobile Users) Jik
%2R (Server Provider,SP) X3 (Proxy), TA F
TRGEW IRV, K4S 507 7 A A Gy i #E-47 MhE
(25103 EDRECEUR AL NN R T i - 25 D SRR DR e
E O 5 BAEE NN #5225 TA, TA R85 ] 7 2R
AP SP & Ik 55 4 Bt i, S B8 3 P 4 IR 55 .
Proxy HI T %3 F P 03K , 5% & 45 SP.,

A SO LR AR

(1) B 5l /] = I 55 32 43 g 08~ IR 45 ML) 1 B
A EFET Lo

(2)fRAE o TA NUE, BA TR & AT {5 B

(3) in s 2 5 1 P #0its B AE TA bk,

2.4 &ZitER

AR SO RS 3 TR 3l P A 1 i 45 4 At R O
SRR 55 1, SPRE % i A R0 B2 Bt IR 55, [ i o 2
Hiz 55 2 1T S AN, Jie KRR BE AR 7 8 3 T 1Y
i, 42 IR 55 A, KA RS 3l P 3 SR IR 55 i AR
[F) INp DR 47 8l T 0 B B J8L(5 5 R R 22 4, filf
Foak 3 B 44 1 AR O I M B PR e B S R
Uik
2.5 HSHEk

A7 FE T P A SR R 1 R R



Fa2E B8

B A, VF H, BEOABR  BE Bl I 2% v RL B 7 9 A5 B AL R 109

x1 FSHR

iR it
spP’ CP-ABE 1) =%
PK R 55 $2 A6 7 6 F CP-ABE (92 4
CcT CP-ABE 71 %5 3C
SK CP-ABE 1 (1) % 4]
PID,; B U, R4
a, U, ik

G PR 4l

Cy; ZH5R4 U K
pi U, it kit

G, REEK

Co AT I8 I oK

T U 1A 7 1 2 1

Ji U; 1)@k

P L iz 55 i

2.6 RpgRE

gl JE BEALEY , — ELA B8 3 TP 3 5K I 55
Fo aly 1P sl 38~ P BRI, {E AT UL 6 A 56 L 7%
A BRAARIAE o B — A wfE p AR 5
Jit T ¥ 3l P 37 SR R 55 o

3 AXFHR

3.1 RZ#EK

TABIANERSH N ENER ¢, G & q B
BAEEE, G, & g BT RILTEA T BE, ¢ 2 G E
BTG, WM e: G x G— G, % B 7 bR 5K
H: {0,1} " —Z . TA #£— A% 4% o 5k
Enc,in AES, & # 2 ML S8 o, Be Z,, i1 5H h
=g f=g",

TA WLHHEIE seZ, TR P, =8 NI FR
5.2%1q9.8.G,Gr,e,e (g,8)" h,f, P, REREG
TEPAMK = (B,8") . B u, M55 24 A
TR B 4 Ak B FH JE X FR i 25 RSA B3k A4 i 45 A
AR, ST AHIF AR
3.2 APMANTE

MR = R BT .

(DB u, 1 TA 258 E L H P 4 ID,
FEEES s

(2) TA BEBEALE ry, (J=1,2,), 35 s,
=H(s) Ml PID,; = Enc, (ID,|r,) . FIF u, (18 %R
PID, = {PID, ,PID, , -} . FifiJ5 TA i v] {58 18 4
s Bk u,o

(3)TA PUATLA T B8, A 0w, WA

) TA LR re Z,, iRt je S ik
MEbLE e Z, .

DTAWE D =g """ AR D, = ¢
“H(j)",D';=g"(jeS).

3)TA ¥t SK = (D,D;,D' ) {Eh u, IFAH T %
W R IKL u, o
3.3 BEIRE

AR — P B P u, SRR R 55 Lo

(Du, EHem HER P #EK RS HE R
WS R 5 K a, = E, (LIPID, |1, ][k) 3 % %
%5 Proxy, HH,pk, ol Proxy B850, %R 1)
A SRFR] 5 & SRy P SR 3R ) A S5/ PR

(2) P w, WB) wy BB S5 355K #7652k
R R M5 1,38 415 Proxy A ik 551K a, =E,, (I
IPID||e,) . JH e, R BEHLEL .

(3)Proxy GEitmf | ¢, PWCEN 0 = 3R EL &, ,
HW R ko= k, WAHR C = Sig, (LK [|H (PID,
le) |HCPID, |l&y) |-+ |H(PID, ||le,, ) 3¢ T &,
sk, 24 Proxy BYFASH

()P u, W B C, J5, 45w, 15K LIRS 35
Cy =E, (I|PID, s, |E, (jlp,)) I %% % Proxy.
Horbr,pk, 2y SP R AH s p, P w, R sK IS5 L
2%

(5) Proxy W3 k A~ P g K5, A E — P
2 YA SR I Y BB LA &, 02 A5 AR TR, G SR A [R] 08 2 %
& Cy = E, (UE, Gillp) IE,, (Giallpa) [|-+11E . (i,
) ll) 3 % 45 SPo Foep, ¢ Sy i o] #, By 1k 3%
Uiifi o

(6) SP W F| Proxy &K Cy, PAT I T #1E

D) 3FE A M P iRk 55 Ay 3 P,
= fg’lpi,%iﬂ%ﬁ%%‘?ﬁ/i SP 241k 1 ik 55 1Y 45

2) A 2, SP AR Ir A1 i K 1RSI P )
LAV G T35 0%V 454 T X LR
5 BN A BTN BB EIE R C IR

()P u, W3] SP R MEH L CJa, ik
w S AIE AT R w, B RS S, R 2
SP 45 & Vi [ 454 ', AT w, BE 6% 1E 1 Hb fif %5 C,
PNIE G- BN R & R E .

4 TERESTHT

4.1 RRRMSN

Mo 2l FH P A5 {5 P s A i ok 52 B A% i ok A o
R4 R i e P BB FA R 2 42 A S 42 H b
e P LSS B iy B BERL A T A i R R A R R
S UL RORAT B9 T P 0 AR AT AR 55 A o



110 D2 - N ] A D

2016 4£8 A 15 H

4.1.1 ExHE

BB A, fE M, 5] TA #2538 BT A
£ ID,  TA 5L P R4 o X F P u, B3 —
MR PID, = Enc, (ID,|ry) , Jorv, r, o BEHLEL: 5,
= H(s);Encg TA % i) % B 008 o6 50, B Ak 2ok
TA, 75 WAt 7 T 26 45 4L v 0 Enc, FH ™ 0
{154 380 15 A4 T PP 0 B 00 O L SCBU ) B
T4
4.1.2 B

B 8 F R AT — U SR IR 45 il A # S TR
e f RO 4 PID, JH P e 45 2 YR SR R 55
B {5 A [ ) 1 4%, 3 0 458 0 o 2 R i 24 4 B T
— R PR 2 VAR AR TR O AR AT 3 A
4.1.3  Pithigdt

ZHGEME NN u, #HEE TA L3
oK 3K BB 7 9 M 45 PID, FFLSA SK = (D, D,
D). M dH u', B u, KAWL 5 A,
b TR LB 2 (8 S [ 1 )8 ke 4 2 I i, T
b ow’, IR u, B RLE] SK SR i W % 3L Co SR
AT P A R BR E— BL BR S
Ui TA B0 u,, 65 WG RO AP u, WAL
4.1.4 Biaikch

WA AT e AP — Ok Bk A B T
i, g ok 3 AU 55 19 1A 7 DR T o A5 2 A
(I RAE SK, ph T 454 A B 2l AR [ 1 4 4
HE R PRI 2 A T i L T v S A AT BT 4L
JEBPESE AT u, 18 R MO # MO TA B
H o, B WITERE S P u, R
4.2 BANH

AR SO R A Z P A TSP i R AT 2 IR 45
SCHLT MR S5 e A 2 B, BT B 65 % B R T I
AR, WS LA g P IR A kA B
RN S, WA P i B Ll Pk, BERE M
34 % REAS A P R SE ) AR 55 2R KR
4.3 REHI
4.3.1  BifRSs 15 B ER 19 )7 ik

TEAR SO v, B A 1 AR 45 482 41 7 4R 1 2
JGB P AR A ) PR P e TG il B % S0 CT. [ g i
T P S VRS W IR S5 4 1 T T % )R
PERE S, A TA $EA3 B9 FAET SK A 9 8 1 i IR 45 412
ER T 77 A SR MR T R VS s R B, B4 7 TA 7
LI LA, o 26 5
4.3.2 B R G 7

ARSCIA — A2 7T 5 1R B R 45 7ok 56 % 15
AT LA A4 B7 1k B 3l ARG B B 5 L, B AT A Bk
KEHES A CHIER, & 8%A R AR5 5,
w, FE R AR 1RSI, ot k- 1A P 3 SR

R E w, BUET w, T RLRGE A O IE K, A i K
FANECR k-1, XS nT DA 2545 2] 1R 55, AR
FRR 55 4 2 )5, AT DA &b By 1k e 2 ok 1 & A
4.3.3 B ECSE O

TE BRI 2R IR 45 i, A B 1) iR 45 42 0L 7 & ik 4
AR e B IE S XA A A B U SR B A B A .
R 45 B 436 i A U S AR B R ) T P 3 SR s 2 A
g R R R ) ¢ R A AR, A R A Rk, AT
FUE SR EOR B B A A
4.3.4 P HERT S Y T

X HGE A — AT T P KR R
P IR EMT , BEERBE M v, By
e PID, . fRAE — UGl {5 o B rh, Wi 3 25 9k 15
Proxy | #§%4 C,, ffi [l Proxy AHRKE S 58
fEI AR5 R L RN E ko Wi BN B  u,,
i u; B4 PID, [} Proxy KK C'y = E, (1
|PID. ||e" ;|| E,, (j;[I0)) ,Proxy W3] C", iy BG , #
il 45 PID, ) Wr 2 W () B BL &2 & A A, B &,
= &' JB /WL, A5 B, W [A] — HT P, d2 i H e
TG A E S B . Bl Tk R
WP u, 258 ENHILE e, BIL, B0l & Tk
K FH X A i O 2 R AR BUIR 5515 B -

kR EEEE—EKHETEI AP S5
GYERIE R RS 35 0 % Fictl | 2k 3 AR 4 ok ak
B ok AR R 55 15 8L, D075 2 RSA B3k a3
CP-ABE & ¥, Sk Wik Proxy a# SP, RSA & ¥
PG LAl & — FhRR SR W A IR B2 T, B H 2
PRI T o0 KRB R e, RS FE R B R D
WA T E AT B LK T 1024 K 9 8%
BH (R 24 T2 300 Ao i i B0 ) wlt rl kg o ik
W00 o T PN 2 R 1) 2 4 M Al ST 7E ) Uk
Diffie-Hellman ( DBDH ) [& #ff [i] i |-, CP-ABE % 3=
T Al F R U7 ) 42 1) Jg e e T SR, PR e, e
i H W ARAT T A Rtk fig CP-ABE 834k | iX i 15
B BT SP, R R MER . B, Bk o Tk kR
R I BB R AR BUIR 55 15 B, PR B Tl {5 15 B
M4
4.4 HEHW

AT E W ae i C + + {5 HALL, 7E
5 B S 5 A B R B P AR R A B e LA SO AR
Mo BixA 100 M P 4MAE S =11 km
x1 km,1.5 km x 1.5 km | §y X34, 4> BI4¢ 3 0 2
T 0 %) DX s A P A 4 DX ek, B L T RS Sl B v
=1{1,2} m/s, 76 S XN & BB AR 3, B4
FURYE A 248 o =50 m, PEAS R B S A BE & %
MR 5518 oK B 35 3] k-BE 44 I AR AR ). (R 3 P
TEZ XI5 0 SR R 55 AR 3R p ol 25% o R



Fa2E B8

B A, VF H, BEOABR  BE Bl I 2% v RL B 7 9 A5 B AL R 111

FUouy RIS 2 0 I 45 1A% 3l F )R SR M g5 £ L
ZJE H A, B RIS A B, 1A A Ak
Rl RE IR R B

TEAT 2 BB &N AT 05 B9, B s 47
30 min, P Z5RI2FT 1000 o [ 2 o T K
afEd 2 5 AR k55 Ry I R )R 56
o IR LUF 2, 76 [7] 458 5 B K0 25 F 5
R T 0 S5 45 i 8] P9, T B 3l 9 3 B2 R 2 5 A
R R kRO 2 R AR R AR AR A
Ho— DX P IR B BOR 2 5 5 AR P Bk R
iy

35 O 1 kmx1 km,/=1 m/s

30F |01 kmx1 km,V=2 m/s

o5 |B 1.5kmx15km, V=1 m/s
?i B 1.5 kmx1.5 km /=2 m/s
e 20 F
£ 15

10
5t
0
5 10 15 20

[} []/min
2 REKESSHPH K SHEMNXR

F 90 MRk 55 SR AL RS {8 CP-ABE Jin %% 503k i 47
— YN B AT 58 % A i A R R O, AN
BEA RS P O N U T A 55 e AR R v Y 5
R F3E A5 A . CP-ABE i 530 3% 9 3 221 ] JF
Bk B TR PR 3G i, B R S R T Y BG4 3 Uy
[P 428 ) J PR B e (] B 2 38, R Al 45 4
T 005 %) Fo ] A, o =2 38

3 A7 L S O B U R 55 £ AL 7 A S PR 4
RPN ] 9256 & 2 Window7 F 4%, b 3
25 Intel(R) Core(TM) i5-4430 CPU 3.00 GHz, [N
£ RAM 4 4.00 GB, 7E MyEclipsel0 4gi% & T fili
FH Java g5 5 ARG, ACAD {2 T Xk % %% (jJPBC)
JE A JPBC-APL 2.0. 0 5 1 SRME R Al HL L9 o o
U SR 22, T Y LR 48 i 200 YR CSE IR
BOFYHE, #3977 Mk 55 42 448 55 08 Pk n % 3 58 i
6], AT LAt Bl 5 15 i 8 PR B, AN SO R
THEE I [E] 3 A5 4 2 1%

1200

1000

800
600

ERTuIn b

8 10 12 14 16 18 20
JEHES

B3 RESEGUHEEMEITERNE

i} 18] /ms

5 ZRIE

bt 5 A% Bl & 3 e, B s F P B ol ik 45
A AR BUIR 55 1 7 X RE 8 1 P A 25 B KAk . {HOUE
o AF7E B RA M R 55 2 4 (A) R, AR SCH Hh 10 1R 44 R
SEPLZ P I A SR A — sk 2 ROl 55, A R AR
FAREAS ) [R] B S B B RA DR B o A AT A SR B, (i
CP-ABE $.3k , B8 % ik /0 Wik 55 42 41L v 0% o1 55 O 485 0
WAF A, [ B UL B T AR T A B
DR ARSC T BOR R L 2. FT—2HBRETL
g A EL R H P R AR T &

&% ik

[ 1] Sweeney L. K-anonymity; A Model for Protecting Pri-
vacy[ J]. International Journal of Uncertainty , Fuzziness
and Knowledge-based Systems,2002,10(5) :557-570.

[2] Samarati P.
Microdata Release[ J]. IEEE Transactions on Knowledge
and Data Engineering,2001,13(6) ;:1010-1027.

[3] UmJH,Kim Y K,Lee H J, et al. K-nearest Neighbor
Query Processing Algorithm for Cloaking Regions

Protecting Respondents  Identities in

Towards User Privacy Protection in Location-based
Services [ J]. Journal of Systems Architecture, 2012,
58(9) :354-371.

[4] Liu Xinxin, Liu Kaikai, Guo Linke, et al. A Game-
theoretic Approach for Achieving K-anonymity in
Location Based Services [ C ]//Proceedings of IEEE
INFOCOM’ 13. Washington D. C., USA: IEEE Press,
2013.:2985-2993.

[ 5] Lu Rongxing, Lin Xiaodong, Shi Zhiguo, et al. PLAM: A
Privacy-preserving Framework for Local-area Mobile Social
Networks [ C ]//Proceedings of IEEE INFOCOM ’ 14.
Washington D. C.,USA.IEEE Press,2014.763-771.

[ 6] Lan T. Secure Mechanism Based on Concurrent Signature
for Mobile Payment Services|[ C]//Proceedings of the 3rd
IEEE International Conference on Communication Software
and Networks. Washington D. C., USA.IEEE Press,2011 .
435-438.

[ 7] BethencourtJ, Sahai A, Waters B. Ciphertext-policy
Attribute-based Encryption [ C ]//Proceedings of EEE
Symposium on Security and Privacy. Washington D. C.,
USA . IEEE Press,2007 :321-334.

[ 8] Goyal V, Pandey O, Sahai A, et al. Attribute-based
Encryption for Fine-grained Access Control of Encrypted
Data[ C]//Proceedings of the 13th ACM Conference on
Computer and Communications Security. New York,
USA:ACM Press,2006:89-98.

[9] Cheung L, Newport C. Provably Secure Ciphertext
Policy ABE[ C]//Proceedings of ACM Conference on
Computer and Communications Security. New York,
USA:ACM Press,2007 :456-465.

[10] JFhEHE,ZE 55 JET CP-ABE 5 ¥: 1Y & fF it £ 4 U
4 [T]. A5 % 4R ,2011,32(7) :835-152.

(F#:45 116 11)



116 D2 - N ] A D

2016 4£8 A 15 H

5 Z5RiE
2R SCE XA T 26 L I 2% A e S B P R

Distributed Spectrum Sensing in Cognitive Radio
Networks[ J]. IEEE Communications Magazine, 2008 ,
46(4) .50-55.

DL, 3 H — b 3L T B 0 5 58 E ML R B B 1 1 i [9] Wang Wenkai, Li Husheng, Sun Yan, et al. Securing

Ko g7 vk o %0 8 A P 0 f‘lu %B Mt T Collaborative Spectrum Sensing Against Untrustworthy

— B B B T S T I R {n NG F&ﬂi Z Gt Secondary Users in Cognitive R.adlo. Networks [ J 1.

EURASIP Journal on Advances in Signal Processing,

FE, 0 B K HEAT T ik DT B A R ERW] % 2009.2010(1) :1-15.

L REAT B S AF A R P B 28 I IR, AR [10] Rawat A S, Anand P, Chen H, et al. Collaborative

T ERIER GRS EE R R N EE T 3 Spectrum Sensing in the Presence of Byzantine Attacks

T By, 75 35 A R0 0 R D TG 4 H, W) 2% op O 2 in Cognitive Radio Networks [)J] . IEEE Transactions on
TR . Signal Processing,2011,59(2) :774-786.

JUHIRLIPRE S T B BESEI B [11] Vempaty A,Agrawal K,Varshney P,et al. Adaptive Learning

L Bd of Byzantines’ Behavior in Cooperative Spectrum Sens-
ing[ C]//Proceedings of IEEE Wireless Communications and

[ 1] Haykin S. Cognitive Radio: Brain-empowered Wireless Networking Conference. Washington D. C. ;USA.IEEE Press,
Communications[ J]. IEEE Journal on Selected Areas in 2011:1310-1315.

Communications,2005,23(2) :201-220. [12] He Xiaofan, Dai Huaiyu, Ning Peng. Hmm-based

[2] MitolaJ, Maguire J G Q. Cognitive Radio: Making Malicious User Detection for Robust Collaborative
Software Radios More Personal [ J]. IEEE Personal Spectrum Sensing [ J]. IEEE Journal on Selected Areas
Communications, 1999 ,6(4) :13-18. in Communications,2013,31(11) :2196-2208.

[3] Ghasemi A,Sousa E S. Spectrum Sensing in Cognitive [13] Srinu S, Sabat S L. Cooperative Wideband Sensing
Radio Networks: Requirements, Challenges and Design Based on Cyclostationary Features with Multiple
Trade-offs[ J]. IEEE Communications Magazine, 2008, Malicious User Elimination [ J ]. AEU international
46(4) :32-39. Journal of Electronics and Communications,2013,67 (8) :

[4] Chen Qian,Motani M, Wong W C, et al. Cooperative 702-707.

Spectrum Sensing Strategies for Cognitive Radio Mesh [14] 09,5 ™ % B 3 F A 5 F9 580 UG it 10 T 4 A
Networks[ J]. IEEE Journal of Selected Topics in Signal KR4 8 R P S [T, T LR 2011,
Processing ,2011,5(1) :56-67. 38(3) :28-33.

[5] Letaief K,Zhang Wei. Cooperative Communications for [15] Zhang Linyuan, Wu Qihui, Ding Guoru, et al.
Cognitive Radio Networks[ J]. Proceedings of the IEEE, Performance Analysis of Probabilistic Soft SSDF Attack
2009,97(5) :87?_893' ) o ) in Cooperative Spectrum Sensing[ J]. EURASIP Journal

[6] Mu Hua, Tugnallt J K. Joint Soft-decision CoopeTatlve on Advances in Signal Processing, 2014, (1) :1-9.
Spect.rl?m Sen~smg and  Power Con.trol Multlpand [16] Zhang Wei, Mallik R K, Letaief K. Optimization of
Cognitive Radios [ J ]. IEEE Transactions on Signal . . . L.
Processing, 201260 10) :5334-5346. Coopfer.atlve Sp.ectrum Sensing with Energy Dete'ctlon in

[ 7] Burbank J L. Security in Cognitive Radio Networks; The Cégnltlve Radio ITIetv.vorks [J]. IEEE Transactions on
Required Evolution in Approaches to Wireless Network WlI:elF:SS C.ommumcatlo.ns,2009,8( 12) :5761_5766: .
Security [ C ]//Proceedings of the 3rd International [17]  Kaligineedi .P,I?habbamafl.M,Bha}rgava v K: Mahc1f)us
Conference on Cognitive Radio Oriented Wireless User Detection in a Cognitive Radio Cooperative Sensing
Networks and Communications. Washington D. C. | System[ J]. IEEE Transactions on Wireless Communica-
USA . IEEE Press, 2008 :1-7. tions,2010,9(8) :2488-2497.

[ 8 ] Chen Ruiliang,Park J M,Hou Y T,et al. Toward Secure Hifk XK

( B 111 31)

[11] Guo Linke, Zhu Xiaoyan, Zhang Chi, et al. Privacy- [13] Sun Wenhai, Yu Shucheng, Lou Wenjing, et al.
preserving Attribute-based Friend Search in Geosocial Protecting Your Right. Attribute-based Keyword Search
Networks with Untrusted Servers [ C]//Proceedings of with Fine-grained Owner-enforced Search Authorization
GLOBECOM’ 13. Washington D. C., USAIEEE Press, in the Cloud[ C]//Proceedings of IEEE INFOCOM’ 14.
2013 .629-634. Washington D. C.,USAIEEE Press,2014:226-234.

[12] Guo Linke, Zhang Chi, Sun Jinyuan, et al. PAAS: A [14] BERH,u ®, 9 8 5. T e Ak s 4 Y e FA IR
Privacy-preserving Attribute-based Authentication System ?F'jj‘i“?[ﬂ W4 ,2014 ,35(8) :23-32.
for eHealth Networks [ C ]//Proceedings of the 32nd [15] Boneh D, Franklin M. Identity-based Encryption from

IEEE International Conference on Distributed Computing
Systems. Washington D. C., USA . IEEE Press, 2012 .224-
233.

the Weil Pairing [ C ]//Proceedings of CRYPTO’ 01.
Berlin, Germany : Springer-Verlag ,2001 :213-229.
ETE =S IS



