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[ Abstract] In the Cognitive Radio Network (CRN) , Malicious User( MU) can transmit false information to the fusion
center,causing the fusion center to make a false decision that the Primary User ( PU) is present. In order to solve this
problem,a cooperative spectrum sensing algorithm based on identification mechanism is proposed. In this algorithm , anti-
counterfeiting codes are attached to each of the local spectrum information to filter out the incorrect information so as to
reduce the effect of MU on cooperative spectrum sensing. The anti-counterfeiting code length is also optimized to reduce
the system overhead. Further, the sensing efficiency is introduced to evaluate the detection performance of this
identification mechanism to achieve balance between detection performance and system overhead. Simulation results
demonstrate that compared with the traditional K-out-of-N method, this method improves the sensing efficiency effectively
in the presence of MU.

[ Key words] cooperative spectrum sensing; data falsification attack; identification mechanism; system overhead;
sensing efficiency

DOI:10.3969/j. issn. 1000-3428.2016. 08. 021

e, S BUAI I 2 3R] 4 107 4 IR AR D H R TE S

1k
iz B T R S B S R A A R

W 7 O 2 {5 £ A 1 A g, i BT R B = A 1)
AUH i B A% GE Y I I o BE R E & A IS
IO A SR A JE 4 i L i R T 3l A0 3 4 A B9 G
£ i (Cognitive Radio, CR) " H A fit 47 2 ffk Y 1
PRI R AL, A CR A SCHE BRI
AT LAY Rt sk S Xt 35 1 (Primary User, PU) 5 T

EeWB EEKAARFAREGRETH (61172095)
EEE N B HEE (1969 -) , 5,
.

W %5 B #:2015-07-06 & [B] H #§:2015-08-30

E- € aN L ot ] I SR 0l i S L e o L S QR O /0 S ) TR I AN S

R BT A BN R PR e o T PR A R R R L
I FH 25 8] 43 48 457 R B8 v A6 DU 1 R L 2 H R fe A R
W I e —

R, MR 0033 JR 1 A e DR T R I 2 HL 1Y) %
( Cognitive Radio Network, CRN) W 7£ 75 ) B3 15 B
Tk (g )R RS R A A H A I HE A R TG 4k F Y

&, 10

E-mail: lixb@ ysu. edu. cn



Fa2E B8

B FEE R, S T B O A S AL B RO D Tt R T i 113

2% R AR TR IO 2 A P ( Malicious User, MU) , MU 2=
K% M ABUE B 45 RibA L (Fusion Center, FC) |, 35 A
BRI A5 B, R G O X 3 P B AR A O
A HH R R A ) e S DT 5 3550 IR 4% 41 3 R R o3 1 A1
PR, A 2k s D MU HL R IR MU X g 25 1
FA 5 i) e 22 G T B

HXEERATEBGEMRE, C A% &M T
KEWFoE . SCHRL8 ] B YA o4 i ) 2% b A7
TE MU B, 2 40 09 850 P RE W Ak I B 3+ A1 H 2% B
i EF XTI — [l 8, SCHk[9 ] £2 1 55 B A A i
FRA A 5 R — B0 B ok T R P B A ik L A
T8 PRSP o SCHRL 10 ] A2 SCHR [ 9 ] iy BE il 1,
P TR TAE A EEALE Ry 5, RIRE RS LA
FH P A b R D 5 4 Jey Gz N 245 S A [R) 1 ABE 6 A Sl X
FREEE RGN BEM . SCEIRIIT 4 E T
FIFH B3 2 > 0 5 s o S % T, 25 B i i
FE. B2 EARMHREAFZEBEFERERFE
TERE ] By & 2Pk, A T R DX A al B, S
BRL12 K CU F1 MU 3 5 B 2 A B R BLR B A,
M4 R B} 8 455 80 v 2 8000 R [l B s MU, ]
Bk vk EAR BT UL CU F1 MU 1 24k,
B I, 3% 7 32 AN @ B T B 8 B DA 0 T 2R H I 4%
T H AR X RO R S — AR A P
iR M R 43 o R P DT R AR 9 2% PR RE . BRI
ZHNESCHR D13 J 42 13 1) S ESD Jy i 1 iK% &
R P 32 5 UM VE 00 B i 20 . H 2 76 Y RO
B P R f B v 2 BT B AR A R ST L O
HAR & 2 DA — 500 BOR 25 Y, 3 i R 2 A 52
PR o A, Xl 7 ki ARl G 1 1k 6 SR A
BHEAT RS, K R HNE A A% S 0h 25 B AR
R, SCER[ 14 ] 42 T —Fh 5 T 68 i 45 U T D
MR T %8 o %07 Z b, CU FI T A & 19 07 & 43
AARRAE , 1 FH 6 5 K I A= 5% RE 2 45 80, f AR N
RO B Oy AR U, A3 BT AS [R) P X A U A A
3, DT SE BT A7 B AT S i A I, R A D T R AN
s AT MU L5020 g 0L . SCERL1S |42
FHGGEMP s TSR EMNEEN AT
P& 1 A0 D AR 232 SR ARl 5 1 s, EL2 RO RN
T i b 25 T BURE s TH FE RS N o

R T B DR Tk Y TR R, AR SO S TR
T P X IR A3 S R T R A S e, B SR A
BORAE AT N M RE 1 FE bn , o T AT B
FUFFAE R 00T R G0 0 B8R, IF B4Rt —Fp %
S F B AR Bk P i 52, B 25 24 TA
FUER I b — BB P R HE R PR R A
P BB, R T g RS R AIL I R %) A A FR ST A
38 o LAk B O i Y R B2 SR k2 R S A o

2 RGgHIR

2.1 BEAPAEENEBR

R HE—INH L ZRGE A N4 CR H M
—~ FC,3f HA&A~ CR H Pl 7 47 A M 3wt 335 18 0
BEEF 55 0 A4 CR O 0003 a0 ] A4 348 Ry 4 B 1
BT 87 A EIF LR

n,(t) H,

% (1) :{h,.(t)s(t) en () H, (D)
Fofx, (1) on, (0 S F R 0 4 CR P 1y
{55 M s H, il Hy, 73 31328 PU f7E 5 A4
R PU fFAEMIME R N o, 3 H CR FIl FC Z ] Y i
G RIE AN RBRZEMRE N g,

PR A A b A A5 8% 38 45 FC Z J5 , FC R 41
K-out-of-N iz | i Jg& 1 £ 2 i 47 &l &, 0 2 iy ) o
ZEIRATLARIR N

H, D<K

D' = (2)

{H1 D=K
Hrp, D ACERA M AN ZE R R H, A A5
K %, X5 D < K B, A b g5 31 Hy , B 32 H
PR s RZ R EE R H B ERH P AR 5K,
% K =10 OR N ;X4 K = N I Jg AND HEJU.
TERXFP I HE N, B R T AR R

NN
o =3[ |- a-rar
((1=-P)(1-q) +Pg)"" (3)

Horpr, P AR A M 03 RO A i MR . T G R
LA N

N

n

0.=1- 5[ |1 =P -g) +P.0)"

(P,(1-q)+(1-P,)g)""" (4)

o, P AR 0 SR A T R A %
2.2 BERAPEFEREBR

AR SCABCBE Rl 0 R 1 B A SRR T A
(9 AEJRAE SE PR AR TC R L I 465 v 22 A7 78 2080 15
B By, RS R L A nl SE i 5 B4 S b,
SPEERAR ISR P, S B AT A 2 R
RN T £ v I 45 14 43035 1) FH 5

TEHE— NI W 4 b R AT AE M T
FP B R BB AT LR SCHR (17 ] 07 i .
I BB A 19 PRI E R P AR AR . A I R
DUR Y M=K B RGO B 1 B AR
HIPLE R R AR IR M < K S0 725 R
PUFTERIAE DL iR ] LLR R

Ny N
0= 3 [, Jr-a s

c((1=-P)(1-q) +Pg)""" (5)
T R HE R ] LR IR



114 D2 - N ] A D

2016 4£8 A 15 H

N (N
0, =1- X[ J(1-POU-0)+Pg)"
“(P,(1-¢)+(1-P )" (6)
M (5) AT LA LY M OB, R &
Wil 2 38 K, 3% WOI R T AF TR D /D T A R
Mz,
2.3 RBLAEE
AR SC AN R AE R PE M AR G0 I T RE Y R
B, LA S50 AR AS I R I 2% O o SRR R R
MIE X RG0SR B 5 H
B, B
77=(1 a)(lB Q,,)RT )
Horp R AR B AL Sy ok B T AR AL F i 7] 5 B AR 3%
JRAE B E . K5 RAZ(T) T RIAR3)
NN
m=-w- 3 (]
- (P(l=-q)+(1=P)g)" ((1-P,)(1~q)
+P,q)""")RT/B (8)
M (8) W] LLE i, 76 B4 1% iy ok B R A% By i)
o] TURAE B B LR EH P FEMBER o A
RO T BEE M GBS, A R 2 1 K,
T o8 JER R 2R B AI o

3 ETEENGRERMTE

3.1 [EgESR
R T BT R PO BN R R s, SR T 4A
INHU P iy O ith 1 07 1k 5 501 ok B S8 P 1 1
TBA5 B o 76 2 0 3k A o B D A o0 2 B 30 A
FH P A b S I 45 21 |, 55 A Ji A 0 45 2R — % %
v M
i

n

(1 —a)(l —[;( )(2*“)" (1-2"""Q,,(N,i) |RT

A o i e A SO €0 Bl O
SR e L f R B L
R P S TE W 10 D0 8, 4 T 5 B 1 45
1 FLB A P 207 2 T 00T 4 B LA
B DA e O DR 5 4 o R D
K.
BB 0TS 40 R FE S A L P, (43 BT
BT A o AT U
p =2 (9)
1157 1128 S0 BLAR 90  5 T B 5 o o %
SR W53 0
Mo My i
O =X )P (=P 0 (N (10)
Mo My .
R N A
S(1=0,,(N.D) (1)
L0, (N0 R Q, (N.i) ATLAHI L (5) FIR (6)
5] AR AE— L % A N A4k
JURLEASE R B
N N
0N = 3 (VNP =a) +(1-P)q)
(=P -g) +P)"" (12)
NN
0uu(N)=1= 3 [)((1=P)(-0)

+P,q)"(P,(1-q)

8= 1+A

M (LS) AT LLFE Y i AN SO H 1% 25 LA
AT RUA R0 Sk 88 T AR S, AT A1
AP R I R RE ) R0 [ AR RN B
M R . N (1S) WA LA, A 5 8 JF A2
R RPE R R, 6 WEASBEE A B KM — &
WK R A ME R B BRI A
PR iR S RSy SIS b | RS i Dk i PN R
M
i

(=) (1= 3 (7)) (1=27) "0 (W) RT

+(1-P )" (13)
FEX AN O F A0 5 B N ROR ] LR IR R
(1-a)(1-0,,,)RT
8= 1+A (14)
F(9) S (10) A (14) AT LLIAT 3
(15)

BTGRPl 2 o (HJE, 55 G TR It 25 3 ol ok
W25 A RERET AE o P L, BERR A 5 Dh 8 10 1 B2, I B
AT ZA A W EIEATILAL
3.2 AEXRMBIMRAL

o T A ACERB DR B, IR A DA TR B
A A B BUE R A S, O 1SR AR TR RE Y 5 18, S5k
LS AP Tr) R A D 7 ThT A TG 249 S A ) R

max f(x) = T

RIS (16) ol DISR A B B R B ik
AP HEE SRR EN R R E K R BT
B ) HA — B e 22 = 50, N e 2% 08 0 s T [ 1

(16)
KA, B 346 B BT 7 [ 2R AT — HE R R AR
FC) BIRAR o B B2 T7 1o 8 5 XoF ek oK 343 51, 22
K RN R IR R E o



Fa2E B8

B FEE R, S T B O A S AL B RO D Tt R T i 115

Jr LB UNT TR

ST HEms x =1, iR e =0.001,
Hk=1,

HB;2 HEMR Y =),

S|3 5 )dY [ <e IR B Y
W W dY TSR R AL A+ xd )

= maxf(x"® +)\kd(k) ) o
A=0

o2 PR
L2

S ST 5 5 2 A BESR 1 AL AR
DT x U B E) A

4 HELERSNW

AR SCHE 7 A 0 L A 0 )
AHEN =10, PRI o =0. 5, A i 5 4
P, =0. 1 AR P, =0.2, Bl ik b g
R =10 Kb/s,

LS TR PR M ORI & 1 R
SRR S K H9X R M. 1 T K
(R I AR AR ) TR K e R
BRI 1B 1 A L B 2 A R
it MR R SR AR ] BG4 M=K
BRI 0, (KRB R A RO A
Fl 5% 1 T, B A P B AR L L A H A
AP P Bl B A2 PRUABT i O 3 06 1 9 90
R EIE

200

180

160
140

120
3
& 100

R
% 80

=x" 42 dY B hk=k+1,5%

TITITR

Bl AEMETHSI-KXARME

Bl 2 e K=4,M AR ZET R % E L
il B S R B BT DS K A B MRS B
2RI LI BEE M O3 R, O CR FER . A
R Tl B mp L B R B A B DR S AR R R A I ) R
MR, EUR iy 6 2 AT UA ORI A B A A
O R TI — I . Pk, R EN B A A E I
BOR R EARH Y

A Lo
0 123456728910111213141516171819

B2 TEMETHGAXRHE

F 1 O R dR T B I SR AT 19 3 ) e R i x
Sk K 2 RS L A PR, R T
BoHa T LU 00 ) g R 2 SR A 119 BEE e 10
{6 x BURE 2 J5 753 3 /9 Kot 5 55 0 07 85 19 21 80 58 PR
B UM AR T I 1Y, Pt il o R R R ik TR
e AT

x1 HEERMAESIRRMLEMIER

Hg AL x F b A i A

1.301
1.710
2.032
2.309
2.554

© N v ohX

W W NN N =

2.769

B3 4 T/ A BURILIE, K = N2 50U T,
ARSI E G T G B AR m a el
T M=K REA OB R ER AR, Ok
R0 A s 9, e B 3 R LB B M < K BT
Dlo I3 T LUE G BEE M3 R, B35 I8 R 2%
FRAE G 0 LB O o 3 R D e SR P A E AL A A
B Db B 4 B 1) i DG AL, mT A S800 20 ol 2 T Pl

K HIRCRMK
250 —=
. ——-M=3
< 200 //\‘\ —--M=4
= 7
E \
=150 \
Iz \
b \
A 100 |- \
#® 50 \ \ N
\ 9% \
0 /N 1 \\L S T | LN ]
4 5 6 7 8 9 10 11 12 13 14
N
B3 AxFESEGEHEMREE
R R R S 9 Le



116 D2 - N ] A D

2016 4£8 A 15 H

5 Z5RiE
2R SCE XA T 26 L I 2% A e S B P R

Distributed Spectrum Sensing in Cognitive Radio
Networks[ J]. IEEE Communications Magazine, 2008 ,
46(4) .50-55.

DL, 3 H — b 3L T B 0 5 58 E ML R B B 1 1 i [9] Wang Wenkai, Li Husheng, Sun Yan, et al. Securing

Ko g7 vk o %0 8 A P 0 f‘lu %B Mt T Collaborative Spectrum Sensing Against Untrustworthy

— B B B T S T I R {n NG F&ﬂi Z Gt Secondary Users in Cognitive R.adlo. Networks [ J 1.

EURASIP Journal on Advances in Signal Processing,

FE, 0 B K HEAT T ik DT B A R ERW] % 2009.2010(1) :1-15.

L REAT B S AF A R P B 28 I IR, AR [10] Rawat A S, Anand P, Chen H, et al. Collaborative

T ERIER GRS EE R R N EE T 3 Spectrum Sensing in the Presence of Byzantine Attacks

T By, 75 35 A R0 0 R D TG 4 H, W) 2% op O 2 in Cognitive Radio Networks [)J] . IEEE Transactions on
TR . Signal Processing,2011,59(2) :774-786.

JUHIRLIPRE S T B BESEI B [11] Vempaty A,Agrawal K,Varshney P,et al. Adaptive Learning

L Bd of Byzantines’ Behavior in Cooperative Spectrum Sens-
ing[ C]//Proceedings of IEEE Wireless Communications and

[ 1] Haykin S. Cognitive Radio: Brain-empowered Wireless Networking Conference. Washington D. C. ;USA.IEEE Press,
Communications[ J]. IEEE Journal on Selected Areas in 2011:1310-1315.

Communications,2005,23(2) :201-220. [12] He Xiaofan, Dai Huaiyu, Ning Peng. Hmm-based

[2] MitolaJ, Maguire J G Q. Cognitive Radio: Making Malicious User Detection for Robust Collaborative
Software Radios More Personal [ J]. IEEE Personal Spectrum Sensing [ J]. IEEE Journal on Selected Areas
Communications, 1999 ,6(4) :13-18. in Communications,2013,31(11) :2196-2208.

[3] Ghasemi A,Sousa E S. Spectrum Sensing in Cognitive [13] Srinu S, Sabat S L. Cooperative Wideband Sensing
Radio Networks: Requirements, Challenges and Design Based on Cyclostationary Features with Multiple
Trade-offs[ J]. IEEE Communications Magazine, 2008, Malicious User Elimination [ J ]. AEU international
46(4) :32-39. Journal of Electronics and Communications,2013,67 (8) :

[4] Chen Qian,Motani M, Wong W C, et al. Cooperative 702-707.

Spectrum Sensing Strategies for Cognitive Radio Mesh [14] 09,5 ™ % B 3 F A 5 F9 580 UG it 10 T 4 A
Networks[ J]. IEEE Journal of Selected Topics in Signal KR4 8 R P S [T, T LR 2011,
Processing ,2011,5(1) :56-67. 38(3) :28-33.

[5] Letaief K,Zhang Wei. Cooperative Communications for [15] Zhang Linyuan, Wu Qihui, Ding Guoru, et al.
Cognitive Radio Networks[ J]. Proceedings of the IEEE, Performance Analysis of Probabilistic Soft SSDF Attack
2009,97(5) :87?_893' ) o ) in Cooperative Spectrum Sensing[ J]. EURASIP Journal

[6] Mu Hua, Tugnallt J K. Joint Soft-decision CoopeTatlve on Advances in Signal Processing, 2014, (1) :1-9.
Spect.rl?m Sen~smg and  Power Con.trol Multlpand [16] Zhang Wei, Mallik R K, Letaief K. Optimization of
Cognitive Radios [ J ]. IEEE Transactions on Signal . . . L.
Processing, 201260 10) :5334-5346. Coopfer.atlve Sp.ectrum Sensing with Energy Dete'ctlon in

[ 7] Burbank J L. Security in Cognitive Radio Networks; The Cégnltlve Radio ITIetv.vorks [J]. IEEE Transactions on
Required Evolution in Approaches to Wireless Network WlI:elF:SS C.ommumcatlo.ns,2009,8( 12) :5761_5766: .
Security [ C ]//Proceedings of the 3rd International [17]  Kaligineedi .P,I?habbamafl.M,Bha}rgava v K: Mahc1f)us
Conference on Cognitive Radio Oriented Wireless User Detection in a Cognitive Radio Cooperative Sensing
Networks and Communications. Washington D. C. | System[ J]. IEEE Transactions on Wireless Communica-
USA . IEEE Press, 2008 :1-7. tions,2010,9(8) :2488-2497.

[ 8 ] Chen Ruiliang,Park J M,Hou Y T,et al. Toward Secure Hifk XK

( B 111 31)

[11] Guo Linke, Zhu Xiaoyan, Zhang Chi, et al. Privacy- [13] Sun Wenhai, Yu Shucheng, Lou Wenjing, et al.
preserving Attribute-based Friend Search in Geosocial Protecting Your Right. Attribute-based Keyword Search
Networks with Untrusted Servers [ C]//Proceedings of with Fine-grained Owner-enforced Search Authorization
GLOBECOM’ 13. Washington D. C., USAIEEE Press, in the Cloud[ C]//Proceedings of IEEE INFOCOM’ 14.
2013 .629-634. Washington D. C.,USAIEEE Press,2014:226-234.

[12] Guo Linke, Zhang Chi, Sun Jinyuan, et al. PAAS: A [14] BERH,u ®, 9 8 5. T e Ak s 4 Y e FA IR
Privacy-preserving Attribute-based Authentication System ?F'jj‘i“?[ﬂ W4 ,2014 ,35(8) :23-32.
for eHealth Networks [ C ]//Proceedings of the 32nd [15] Boneh D, Franklin M. Identity-based Encryption from

IEEE International Conference on Distributed Computing
Systems. Washington D. C., USA . IEEE Press, 2012 .224-
233.

the Weil Pairing [ C ]//Proceedings of CRYPTO’ 01.
Berlin, Germany : Springer-Verlag ,2001 :213-229.
ETE =S IS



