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[ Abstract] While relieving the stress of local storage for users,cloud servers can eavesdrop on the stored data. Thus,
users usually choose to upload data in the encrypted form to cloud servers. However,no classic encryption and decryption
algorithm provides the ability of searching, which dramatically affects the use efficiency for users. Therefore, an
asymmetric searchable encryption scheme is designed. It aims at fixing five flaws, including “trapdoor can be generated

by anyone” , “ciphertext can be tampered with at will” ,“key pairs are generated by users” , “encrypt identities” ,and “S
is of no use”. Analysis results show that the proposed scheme perfectly resolves the aforementioned five flaws in the

previous scheme while maintaining its framework. The semantic information between communication sides is guaranteed.
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