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Self-embedding Watermark Algorithm
Based on Layered Embedded Authentication and Recovery

SHI Yanan,LI Jiangyin, KANG Baosheng
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[ Abstract] To improve the ability of image tamper detection and recovery, this paper proposes a layered watermark
algorithm based on the combination of the spatial and frequency domain. In layer 1,one part of the watermark information
authenticating a single pixel in a block with the size of 2 x 2 pixels is embedded into self-block, and the other part
together with recovery watermark are embedded into the mapping block. In layer 2, the image processed in layer 1 is
divided into blocks with the size of 8 x 8. The frequency information is extracted and embedded into the mapping block.
Three layers are used for image detection and recovering tampered image. This paper also proposes an offset value
selection scheme based on chaos sequence and Torus isomorphic mapping to improve the safety of the secret keys.
Experimental results demonstrate that the proposed algorithm can not only resist dictionary search attack,collage attack,
blind attack and large area cropping attack but also locates the tampered blocks precisely with high quality of the
recovered image.
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