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[ Abstract] Interaction between Android application program and WebView will lead to privacy leakage. Aiming at the
problem, this paper analyzes two privacy leakage channel of WebView ,addJavascriptInterface and loadUrl, and proposes a
data flow tracking framework of extended WebView, named WebView Tainted Detection ( WTD ). WTD extends the
addJavascriptInterface and sensitive API in the Android source code. In sensitive API,Java function stack executes trace
mechanism to record function hierarchy call relation in the system to detect whether the addJavascriptinterface registering
objects accessed Android privacy API. Besides, WTD increases the taint detection of loadUrl loading page parameters.
Experimental result shows that WTD can effectively detect the private data leakage from WebView.
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