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De-anonymization Attack Method for Mobile Trace Data
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[ Abstract] To protect the trace privacy of mobile objects, pseudonym is used to the anonymous processing of trace
before the release of the trace dataset. However, the anonymous trace of pseudonym users still faces the risk of privacy
leakage. This paper proposes a new de-anonymization attack method. If an attacker obtains several track segments of his
attack target at present or in any future period, comparing the traces with the anonymous historical trace dataset, the
historical traces of the attack target are identified. The characteristics of the real moving track data of the two groups are
analyzed, and a de-anonymization method based on characteristic similarity is presented. The feature vectors of history
trace are extracted based on improved Term Frequency-Inverse Document Frequency ( TF-IDF) method. The dimension
is reduced by Principal Component Analysis ( PCA ) , and the feature matching is performed on the track segments
obtained by the historical track and the attacker,to recognize the historical trace with the highest degree of similarity
with the trace characteristics of attackers. Experimental results show that the proposed method can obtain higher
accuracy.
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