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A Privacy-preserving Spatial Qutlier Detection Method
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Anhui Normal University, Wuhu, Anhui 241003 , China)

[ Abstract] Foucusing on the issue that the existing spatial outlier detection methods fail to effectively solve the problem
of guaranteeing both the data security and the validity of detection results at the same time,a privacy-preserving spatial
outlier detection method is proposed, which uses statistical results of behavior attributes in spatial neighborhood and
Mahalanobis distance to detect spatial outliers, and protects the privacy information by using the secure multi-party
computation protocol based on semi-honest model, including secure distance computation, secure median computation of
the combined vector and secure standardization protocols. Experimental results show that the method guarantees both the
ability of privacy preserving and the effect of spatial outlier detection.
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