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Universally Composable Group Signature Protocol

ZHAO Chen, YU Huifang,LI Jianmin
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[ Abstract] At present, most group signature is only secure in the standard alone. Its security becomes weak in multiple
protocol environment. In view of this, the security of group signature protocol is studied in the multiple concurrent
execution under the universally composable framework. Since the protocol can be analyzed modularly under the
universally composable framework, an ideal function of group signature protocol is defined in this framework. Then a
group signature protocol is proposed to realize the ideal function, and its universally composable security as well as
unforgeability is also proved. Furthermore,a concrete instance of this universally composable group signature protocol is
given. Analysis results show that this protocol security is suitable for applications in multiple concurrent environment.
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