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Abnormal Traffic Detection Method Based on ME-PGNMF
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[ Abstract] Because some network anomalies have little effect on traffic flow, it is difficult to find such anomalies in
traffic analysis. Traditional anomaly traffic detection method based on Principal Component Analysis ( PCA) is not
suitable for continuous local anomalies detection, and it can reduce the detection accuracy of abnormal flow and the
physical meaning is not clear. Aiming at the above situation, an anomalous traffic detection method based on
Multidimensional Entropy-Projected Gradient Non-negative Matrix Factorization ( ME-PGNMF) is proposed. Firstly, the
network traffic data is processed into multidimensional entropy matrix, then Projected Gradient Non-negative Matrix
Factorization ( PGNMF ) is used to reconstruct the multi-dimensional entropy matrix, and the normal subspace and
abnormal subspace are separated. Finally, the anomaly is detected by multivariate statistical process control chart Q.
Experimental results show that the proposed method can detect the continuous anomaly faster and more accurately than
the traditional Nonnegative Matrix Factorization( NMF) method based on the PCA method based on the flow analysis.
The low-speed Distributed Denial of Serviee (DDOS) attack anomaly detection is not sensitive to the traffic change.
Attacks are more sensitive.

[ Key words] network traffic; multidimensional entropy; abnormal detection; Non-negative Matrix Factorization
(NMF) ; subspace
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