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[ Abstract] The current research of access control mechanism is clearly distinguished between the subject and object, and
user’ s permission is relatively fixed,but in practical applications,user’ s permission needs to be adjusted according to the
change of the service environment. This paper presents an environmental attribute-based access control model, designed
and implemented a prototype system under the Linux system. The system adds environmental attribute factors into the
access control decision process,adjusts user’ s permission dynamically. Based on small system overhead, it can enhance
the system security and availability without affecting the operating efficiency of the Linux platform.
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root@tc-ub: /home/eabac-test# cat /home/eabac-test/hello.txt
hello world

root@tc-ub: /home/eabac-test# echo "999999979999999" | bc &
[1] 3243

root@tc-ub: /home/eabac-test# cat /home/eabac-test/hello.txt
cat: /home/eabac-test/hello.txt: Operation not permitted

root@tc-ub: /home/eabac-test# kill 3243

root@tc-ub: /home/eabac-test# cat /home/eabac-test/hello.txt
hello world
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root@tc-ub: /home/eabac-test# cat /home/eabac-test/hello.txt
hello world

root@tc-ub:/home/eabac-test# incmem/upmem
root@tc-ub:/home/eabac-test# ps -e | grep upmem

325182 00:00:00
root@tc-ub:/home/eabac-test# cat /home/eabac-test/hello.txt

cat: /home/eabac-test/hello.txt: Operation not permitted
root@tc-ub:/home/eabac-test# kill 3251

root@tc-ub: /home/eabac-test# cat /home/eabac-test/hello.txt
hello world
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