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[ Abstract] To solve the problem of Electronic Control Unit( ECU) in the Controller Area Network( CAN) bus of intra-
vehicle network , which is easy to be tampered and faked, this paper puts forward an authentication protocol based on one-
time pad in the vehicle network. Firstly, it uses secure storage module TA in the Gateway ECU ( GECU) to verify the
legal identity of the ECU. Then according to the vehicle power supply voltage,it achieves the random number, generates
the session key,and simplifies the key management of TA to ECU. At last, it periodically updates the session key when
connecting and releasing external devices and effectively prevents the replay attack. The experimental result shows that
this protocol can be applied to the vehicle environment efficiently , which significantly reduces the bus load and improves
the communication efficiency.
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