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[ Abstract] The related protocol packets for Modbus/TCP security vulnerability mining are often generated in a random
way , which is prone to generate excessive invalid packets and reduce the efficiency of vulnerability mining. To deal with
this problem, a structural fuzzy algorithm named Fuzzy-RNN is proposed based on the concept of Recurrent Neural
Networks (RNN) . It learns the probability distribution of each part of the proptocol packet from the Modbus-TCP training
set,and takes the corner cases into account,so as to realize the targeted fuzzy generation. Experimental results show that
compared with the General Protocol Fuzzer ( GPF),in a variety of simulation software such as Modbus Slave and
xMasterSlave , the Fuzzy-RNN algorithm can achieve the fuzzy generation of legal protocol packets with a higher
probability. The test time can be reduced by more than 50% ,and its efficiency can be obviously improved.
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