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[ Abstract] In orderto improve the penetration testing efficiency of an,Inddstrial Control System ( ICS), ensure its
security and reliability and enhance the system security protectiompability, this gpaper constructs a penetration testing tool
framework for ICS, based on shell interaction technology and implements<it with the Python language. It designs a
hierarchical network detection module and system detection module, and uses protocol parsing and reverse technology for
vulnerability testing of industrial control protocols. It also researches vulnerability exploitation ways based on the
industrial control environment and designs a fuzzy testing module for vulnerability mining and detection of testing targets.
On this basis, a penetration attack script is written according’to the template rules in reference to the open source
software , Metasploit. Simulation results show that this design can improve the detection efficiency for ICS, reduce the
difficulty of protocol vulnerability detection. Meanwhile, it has the characteristics of simple structure and easy extension.
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LI Modbus/TCP #pi8 A 5] 33547 15 B -

1) 2 LT BE A O E Ml — , WA AIE A 0x2b (43) 1]
DL O A8 A 3, T AR AR A 0x11 (17 ) T e 85 MAL
FRik .

2) F P e TR s n e g A P R R R ik T e
W SZERI , E i Basecamp 35 H i, D REHS 0x5a(90)
FEVF) RS E Modbus PR A A B D fE, e An
1k CPU 547,

3) U8 B8 U e i — 8RR 9 B AR B 5 R
WRFAERS 0x91 (145) 7] LU R 8] i ik 45 & A5 1) 1D
iR,

S7-300 PLC {4 &5 R & 11 fw, R4 S7
WAE M CEVE 1] 75 T35 1SO Wil S B 6, 3% P i
KT LGRS 0 A, (BT AR AT DUAR i B
N e - R AR A G S i Bl L DA T S R
TEAR B 51 B bR B S5 10 B X R e PLC 4 #8 4
REA T L EE K 9600 i H ik 55 i
FH I 2 RAA BRI, U ISUAR BT 7 A5 R A7 IE AN fi 4, )
I R AR B A AN L A A ) i — 2B [ BUTNER IR )
AEs 2 B35 KT R B T8 3 A 1 SRS TT TRl
EtherNet/IP , HE 42 [¥) 44 I L % A7 38 21 W25 8
H 1), HJE K J& EtherNet/IP R 7E % 44818 3 [
ZAMAAE T 2222 s 0, AR & i/ R 55 S
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> at 2018-84-89 15:37 7D1

ed
mm_PLC Scan
)¢ > set target 151.11.200.83

{'target': '151.11.200.83'}

EpS ) > run
Running module. ..
151°11 28058310255

151.11.200.83:102 S7comm (src tsap=0x100, dst tsap=0x102)

Name of the PLC = S7-3 station 1
Name of the module : Vestas V25
Plant identification
Serial number of module : 15841
Reserved for operating system:
Module type name : CPU 315-2 PN/DP
Serial number of memory card: SD 8D4A7Al0
OEM ID of a module =
Location designation of a module:

Scan complete

11 #(7F PLC IR & R 3ttt

2RI 11 RSSO LRI, kT i PR )= Ik
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AL R R PR B A A G RO

3.2.2  TAEAE PR BUBORT I

LT AR SCHE A 3L T B SO AR AR A AR 3
%, P T Modbus/ TCP Pl () PLC , - {3 HLAK1F
FURH I 1 07 50 3P A S R0 H A X 42, 31 4R 48 45 2]
SRR ZE Ry 3 2%k 3 firn, Hip, CPS
FORASCHESR T T B, A 2857 % FR RST 14
SRR ST, B 2 57 5 R i R AN FF A PR ILIE, C 25
WA H bR B a0 Ping ANl o T A7 HLATE 1 5 A5 ol B
PURAER AR A B S5 02 B o 4% th F 52 DB
P 7 TCP #4520 i T T 4538 15 P iSO T ] S 9
BLSR, 76 Wi 453 12 I 2 A HIL I DR 0 O EE BT O 4, R
I B A 916 5

£3 HIEMALRLER

. ) CPS Sulley Smod
WE pn
B c A B C A B C
Pymodbus 26 1300 0 20 982 1 13 L 106 0
MOD_RSSIM 42 6983 2 40 3305 I 22,2940 1

Modbus Slave 284 5894 1 237 4763 0 170, 5029 0
0

Modbus Poll — — 1 — + — — 0
Unity Pro — — 2 — — r — — 0
TouchView — — 3 = 2 2 — — 1
Quantum CPU 5 4 1 0 2 1 0 2 0
Quantum NOE 7 9 1 1 1 2 0 3 0

WK 12 frzs , OR _mask 7 BR 4515 N 1Z 1R 1] 22 4
fi5 0x96 F1-5F4 % 0x02 , {8 5z 15 (1) B b 40 /R 19 53 0
ik 0x01, B S5 % H B A9 5L PR AR 9% I 38 % 42 1 AN
Ii] TMiiAS [ 354 40 2 K 4 40 Modbus/ Slave 251 5
Sl NI K AT e AR E P T SE B, 52 4
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B 5 W N AR IR B 8

# Modbus/TcP
= Modbus

.001 0110 - Function Code: Mask Write Register (22)

Reference Number: 0
AND mask: O0x3131
8
o [expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[severity level: Error]
[Group: Malformed]
L

0000 14 eo ed 35 c1 cD 4c cc 6a 75 /77 B3 08 00 45 00

0010 00 34 54 ec 40 0D BO 06 00 00 ¢D a8 01 63 52 46 .AT.@... _....JRF
0020 B0 8 bc 51 01 f6 12 8d 76 22 5b 60 00 01 50 18 ...Q.... v"[ ..P.
0030 ff 3c 95 0d 00 0D 00 01 00 00 0D 06 01 #E 00 00 eReecsce secen 5.
0040 31 31 1

E Moobus/TCP
Transaction Identifier: 1
protocol Identifier: 0
Length: 3
unit Identifier: 1
£ Function 22: Mask write Register. [Exception: I1legal function |

.001 0110 - Function Code: Mask write Register (22)

« 1i »

0000 4c cc 6a 75 77 83 14 e6 e4 35 c1 cD 08 00 45 00 L.juw... .5....E.
0010 00 31 46 ed 00 00 26 06 b8 T3 52 46 80 8 CO a8 .1F...& ..RF....
0020 01 6a 01 f6 bc 51 5b 60 00 01 12 8d 76 2e U e =010 coeolhE-
0030 11 1c 54 €2 00 00 OO 01 0O 0D 0O 03 01 96 e e .|

12 EFmEHEESTEE
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& TCP/IP HERR A 15t 5 53 — Ao 2 5% U I #E 2L U 1)
2 PR 4 e 55 Kt

Ry 5650 5L PR ORE AR 1 I 3K 91 A= B AA 1k B
i i T AR I 3K B R, A SCXE Modbus/ TCP {3 33
AW TR RS AT I, 25 SRk 4 s, Hrp. 7
w0 1 98 SOk =S R T BRI AN 77 6 B
P 1 B AN TR 25 BO(E 0 [, AT RE 5 i & H s X 4
S I 5 7 S 2 D 2 S o 0 A 91 5 B A kA
f51) S ES R BT AE L T B A8 S AR i T AE AU
W0 RE 91 i Bl AL PE FLEE X PE . Modbus/TCP 32 & 51
T RE RS i 4 Ses S, B SRR 7R , CPS 1)
AR R K 69.36% ~75.28% , Modbus/TCPE &%
Ty Ge 5 1) 4 SC 1 2 Bl T H P AR Se G B

J,CPS 755 %%y 68.31% ~80.03% . SZy st B,
TCIR AR 5 R B RN i S AR SR I e P, CPS #F
125 T 3L T RE ML A Mg 3 I 38 491 A B Y Sulley T

% 4 Modbus I ERD IR 5 R

CPS Sulley
NBENS WG] S ik AR MK St AR
PR FA 11 /% B F i /%
0x01 1538 1 085 70.55 1428 690 48.31
0x02 940 652 69.36 1022 507 49.61
0x03 1 800 1 355 75.28 1 690 948 56.09
0x04 2054 1 492 72.64 2 230 1 008 45.20

0x05 2/048 1 403 68.31 1802 1139 63.21
0x06 3 058 2 148 70.24 2450 1393 56.86
0XOF 2 594 2 076 80.03 3018 2094 69438
0x10 3 409 2 496 73.21 2908 1931 66. 40
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FH 46 HR S5 Cisco I0S Common Industrial Protocol Cisco CVE-2016-6391
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I A RootKit, & ji /™ i J5 5,

:
pat —_— %70 Request: USER fwupgrade .
28 ST 83T 8 477 Response: 33IyPassword required

70 Request: PASS fwetzedus

73 Respofisein530, Login failed.

,‘ 70 Req_uest: USE_R'qupgr‘ade

77 Respsnse: 331 Password required
71 Réquest: PASS fwetzedus2

73 Response: 530 Login failed.
lize Request: USER fwupgrade

77 Response: 331 Password required
69 Request: PASS calc44e08

i ||74 Response: 230 User logged in

\ | e e f |78 Request: SIZE /FLASHO/fw/fw.ini
1T
4 @ | e
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