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[ Abstract] By abstra¢ting the Border Gateway Protocol (BGP) update messagé augmentation anomaly problem into a two-
class problem,an Improved Gaussian Kernel Function-based BGP Anomaly Detection (IGKAD) method is proposed. The
Fisher-Markov Slector( FMS) feature selection algorithm is used to select the feature that can simultaneously maximize the
distance between classes and minimize the distance within the class,and obtain the feature weights of metric classification
ability. The improved Gaussian kernel function based on|Manhattan distance and feature weight is used to construct the
Support Vector Machine ( SVM) classification model, and the” parameter optimization method based on grid search and
cross-validation is combined to improve the classificationpaccuracy of SVM model. By designing the feature efficiency
function,the optimal feature subset construction method is given, which is selected as the training dataset. Experimental
results show that when the training set contains*FOP10 and TOPS features, the classification accuracy of the IGKAD method
is 91. 65% and 90. 37% , respectively..Compared with the machine learning-based BGP anomaly detection method, the
classification performance is better.
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ﬁ% 0.56
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2 10 0.554 4
3 6 0.547 9
4 11 0.547 2
5 8 0.541 9
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