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[ Abstract] The datavaccess path of the crypto System on Chip( SoC) is an/iniportant target of intrusive probe analysis.
To resist intrusive analysis, an SoC memory encryption bus is designed“by using the LBlock algorithm. Take every 4
rounds of LBlock alggrithmyhardware structure expansion as 1 ¢lock cycle, so that the 32 bit encryption and decryption
timing is compressed to 8 clock cycles,and the 32 bit bus generally'used by"the data memory is buffered to 64 bit to work
with the packet operation of the LBlock algorithm. FPGA verification results show that the design scheme makes the bus
of data memory embedded in a chip(RAM, Flash,etc. ) can net be /read even if it is acquired by the probe attack. The
throughput rate of data access reaches 533 KB/s after 8 clock cycles of encryption using 64 bit data blocks, and
exhaustive attacks against 32 bit block encryption can be ‘avoided. The implementation cost is reduced.
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