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[ Abstract] Aimingt the shortcomings of limited throughput of Software Defined Networking ( SDN) switch control
agent,a switch contrgl agent denial-of-service attack method 1s proposed. To protect the SDN switch control agent
resources, a hierarchical multi-threshold attack detection scheme is designed to detect attacks by calculating the rate of
Packet-In messages associated with each port of the SDN switch and comparing it with a given threshold. Experimental
results show that the algorithm can detect the switch control agent denial-of-service attacks in real time. Compared with
the similar attack detection method, the proposed method”can) not only identify the attack traffic, but also locate the
location of the attacks without changing the network architecture.
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i Je ] switchdefense 455 8k, 92 56 45 5 4 &1 6 fir 7R o
1 ZZ AL B A0 & 2% 3 K Ol 400 package/s B, 75 4%
il 8% — ¥ T 51 CurrentRate 238 32k 400, [Hhy ) 4%
R T ok AT E ML & A Packet-In 3 5k Z b, [A] B
A H AR Packet-In 35 3K 8 &, W42 &% 1 LLDP
Bl ALY Packet-In {5 8 o AR HIL 1, &k — 251
AR ML AR ot 17 P2 45 B Packet-In 353K, B F I
i 7 A R B A A S D[] — A~ 52 4 AL i T30k 3% 3 )
g DRI IZ 00 1 BY SwitchRate 11,25 #8 35 50 SNFLLL,
B 1 ozl g o g 2 & E SR R S P
W2 Rl e kAR T 28 M A0 A i 55 s WO R 1= T
HERVE T2 #eHl < 00:004004:.00,:00:00:00:01 > 1Y
1 S, s — Bt [a] N ‘switchdefense 3¢ 4% |t
o ) E SRR, WA Z s e blug 0 &4 T
DoS M ifi . S 45585% I, HMTD 551 BB 8 S i) 1
KBRS DoS Tk I i fff b o Ao 2 2 1 7 B o

21:28:54.779 [ .c.i.C.s.notification:main]: Switch 0|
0:00:00:00:00:00:00: connected
21:29:00.232 INFO [n.f.l.i.LinkDiscoveryManager:Scheduled-1
] Sending LLDP packets out of all the enabled ports
21:29:15.235 INFO [n.f.l.i.LinkDiscoveryManager:Scheduled-0|
] Sending LLDP packets out of all the enabled ports

21:29:30.228 INFO [n.f.l1.i.LinkDi Y ger: Scheduled-0|
] Sending LLDP packets out of all the enabled ports
21:29:31.575 INFO [n.f.s.switchdef: 1 L 3|

ht be under attack.
21:29:32.575 INFO [n.f.s.switchdefense:nioEvent:
6] Warn!!! The Port 1 in Switch 00:00:00:00:00: 0
ht be under attack.

21:29:33.575 INFO [n.f.s.switchdefense:nioEve;
6] Warn!!! The Port 1 in Switch 00:00:00:00:00:00%
ht be under attack.
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