F£45% F 118
Vol. 45 No. 11

CRERARK -

it B T #

Computer Engineering

2019 411 A
November 2019

XEHE: 1000-3428(2019)11-0144-08 XEARER: A FESES: TP309

WESTNEPRISIEIRBEFEHAR
B, R R, S8kb,Ee, B 23
(des d PR 2B B 758 TR &, b3 100070)

OE . MRS DR 2 B R 0 S AL BE LR AR K R T 4R RN ER DU ST 4 RRAL & o o Sk AT 4y
Bt 5, N HP Bk £ T DA 20 A Tl 9 e DL SRk o 0 T ML 2~ ST % M 2o B ] R, 4 P 2 4 M0 AR (R (EL 4 A
T 5 AN (] B R0 AR 09 - 3T 58 U IIE 45 SR AT A Y e 4R e I P S DR A SR iz AL RE T o Dl B 3T s X
6k A 5 b B A R 2 R R LA Bl Ak 1R 25 1 1) B, SR A Friedman £6; %6 &% Nemenyi Ji 25 4 56 A1 25 45 1 07 108
4 FpHLAS 2 ) TRk R AT VA 25 SR R WY SRR 1) SR AL 3 T T D) AE i Bt 14 e UL o ) 00 o

KB HLA 2 5 I3 I s Friedman 6% ; Nemenyi J& ZE4546 s DIFE 2887 U i

[Elerap] s

FHFZF(FRERS) RS (OSID)

S| RS BB BRAR kAT, A5 DA 3 B B TRl 2 ) B R R A ST [T ] IS HL TR 2019 ,45(11) ¢
144-151,158.

# 5| B :DUAN Xiaoyi, CHEN Dong,GAO Xianwei, et al. Research on model selection of machine learning in
power analysis attack[ J]. Computer Engineering ,2019,45(11) .144-151,158.

Research on Model Selection of Machine Learning in Power-Analysis Attack

DUAN| Xiaoyi,.CHEN Dong,GAO Xianwei, FAN Xiaohong ,ZHOU>Yukun

(Department of Electronics and InformationtEngineering, Beijing Electronic Science and Technology Institute, Beijing 100070, China)

[ Abstract] According/to the characteristics of the power curve of crypto chipsyfour kinds of machine learning algorithms
including Support Vector,Machine( SVM) ,Random Forest( RF) , K-Near¢st Neighbor( KNN) and Naive Bayes(NB) are
analyzed and studied ,and the optimal algorithm for power analysis attack is,seleécted. For the data selection problem of the
machine learning algorithm, the 10-fold cross-validation results of*multiple sets of data sets with the same number but
different constituent elements are used to select the model, which improves the test fairness and the generalization ability
of the test results. In order to avoid the problem that the test’set error'is not enough to approximate the generalization error
during the 10-fold cross-validation process, the four kinds of machine learning algorithms are evaluated by the
combination of Friedman test and Nemenyi post-hocdtest. The results show that the SVM is the optimal machine learning
algorithm for power analysis attack.
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