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Internetwork Security Exchange Technology
Based on One-way Transmission Protecol

ZENG Fanyi,JING Xiaochuan,SUN Yungian
(China Aerospace, Academy of Systems Science and Engineering ,Beijing 100048 , China)

[ Abstract] In order to $olve the problem of information secufity exchange between industrial control systems and
confidential working, networks,and improve the efficiency of informatien exchange,a data exchange technology based on
one-way transmission protocol is proposed. A data exchange trusted verification model is built to separate the business
data into two one-way links,and the one-way isolation device isiused/ to realize network security isolation and one-way
information transmission. The information control management sub-platform is used to prevent the flow of high security
information to low security domain,and the information colleetion management sub-platform is used to resist the attack on
the classified information system. The data security “transmission mechanism is designed, and data is packaged in private
protocol. Analysis results show that the proposed technology can realize secure interconnection and data trusted exchange
between industrial control system and classifiedwinformation systems.
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