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[ Abstract] In order to improve the effect of Side Channel Attacks( SCAs) on the hardware implementation of block
cipher algorithm, and increase the discrimination between correct keys and ‘wrong keys, this paper proposes a SCAs
method for block ciphers. This method combines the characteristics.of Differential Power Analysis( DPA) attack and zero-
value attack, and utilizes as many power components as possible through classification, thus obtaining all keys by
attacking. Then,the AES hardware circuit is implemented on the FPGA and experiments are carried out. The results show
that the proposed method successfully recovers all keys in 200,000 full random plaintext curves. Besides, the correct keys
and wrong keys are more distinguishable in this method than those in the DPA attack method.

[ Key words] Side Channel Attacks ( SCAs) method; hardware' implementation ; block cipher algorithm ; combinational
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for t, =1:tracenum

sample (t;) =trace(t;,point );

end

for byte =1:16
for k, =0.255
r, =0;

r; =0;

for t, =2 ;tracenum

a =data(t,,byte) Pdata(t, - 1,byte +16) Dk, ;
if a==0

r,(k, +1) =r,(k, +1) +sample(t,);
r,(k,+1) =r,(k, +1) +1;

end

end

r,(k,+1) =r,(k, +1)/1,(k, +1);

end

figure : plot(r, ) ;

end
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Fig.5 Attack results of minimum power consumption classification method
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Table 1 Comparison of attack results of 2 methods

on all keys
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