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[ Abstract] New network attacks are getting more covert and persistent with a high proliferation, resulting in a sudden
increase in the difficulty of attack recognition and detection. To improve the efficiency and accuracy of network attack
recognition , this paper proposes a portrait analysis method of threat intelligence for attack recognition. Based on the
Killchain model and the principles of attack process,this method builds data representation standards for attack graph,so
as to build a mining model of transition relationships between threat attribute states. Then the attribute state transition
sequence is extracted. On this basis, the this method takes advantages of the Colored Petri Net( CPN) attack graph in
causality processing and expression to associate. threat attributes, and converts related elements and attributes to an
Element Atomic Graph( EAG). The EAG is fused using the element fusion algorithm to implement portrait analysis of
threat intelligence. Application results in actual.attack analysis demonstrate that the proposed method can improve
accuracy of network attack recognition,and shorten the response period of attack recognition.
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Fig.1 Portrait analysis process of threat intelligence
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