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[ Abstract] In5G coresnetwork virtualization environment, the virtual méachinesssharing the same physical server brings
a series of problems,suchas Side-Channel Attack( SCA) , Virtual Node Escape Attack( VNEA) and so on,causing user
private information ‘disclosure. The existing defense method based on dynamic migration of virtual machines is an
effective active defense technology,but the frequent migration of virtual machines leads to some problems, such as high
resource cost and low migration security. Therefore, this paper proposes a virtual machine migration method based on
redundant transition. With this method,an evaluation and calculation model is established for the migration frequency of
different virtual machines. On the premise of ensuring the privacy information security of virtual machines,the migration
frequency is reduced. The redundant transition methed is applied to part of virtual machines to cope with the security risks
brought by the frequent migration of virtual machines) Experimental results show that compared with the existing virtual
machine dynamic migration method,the proposed method can reduce average migration convergence time and migration
cost while maintaining the same security protection effect.
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Attack(SCA) ; Virtual Node EscaperAttack ( VNEA)
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