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Message Authentication Scheme for Vehicular Ad Hoc Network
Using Identity-based Aggregate Signature
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[ Abstract] Vehicular Ad Hoc Network ( VANET) can improve security/of intelligent transportation systems and traffic
efficiency,but an ‘epen network communication environment makes, thesystem vulnerable to attacks, causing various
security issues. To address privacy disclosure and inefficient sigmature)verification in VANET, this paper proposes a
message authentication scheme for VANET. The scheme integrates an identity-based cryptosystem with aggregate
signatures, so as to aggregating authentication of multiple messages‘into a short signature. Thus vehicles can rapidly assert
the validity of all signatures by verifying only aggregated sighatures. Analysis results show that under the random
prediction model,the security of the proposed scheme can be reduced to the calculation of the difficult Diffie-Hellman
problem, and it can efficiently reduce the authentication response time of vehicles to communication messages.
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