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[ Abstract] In_this pajer, the methods similar to image processing and vectoiizatign are used for the verctorization of
access traffic corpus’big uata,and the intelligent detection for big Cata criss-site scripting attack is achieved. Besides, this
paper uses methidsisimilar to image processing for data acquisition /chta ¢iedning,data sampling and feature extraction.
Then,a word vectorization algorithm based on neural network is designea 0 obtain the big data of word vectorization. On
this basis,the DCNNs intelligent detection algorithm with differcat depth is proposed. Finally, experiments with different
hyper-parameter are conducted, and the obtained average recdgnition rate, variance and standard deviation show that the
proposed algorithm has high recognition rate and stability.
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Intelligent detection principle of big data cross-site scripting attack
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12 0.7218 94 5 0.994 7
13 0.7217 0.994 6 0.994 8
14 0.721 6 0.994 9 0.994 8
15 0.7217 0.995 1 0.994 9
16 0.7217 0.9953 0.994 7
17 0.7217 0.9950 0.994 8
18 0.7217 0.995 4 0.994 9
19 0.7217 0.995 2 0.9950
20 0.7217 0.9955 0.9950

Fig'5 Keclopitionsrate curve obtained from 20 experiments for
tvne/1 vz dataset based on different BatchSizes
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Table 4 Recogpitio:« rate tesults of each deep DCNNs for type II
big_dat'set based on different BatchSizes

U

S UK
JwrnSize oy 50  BatchSize Jy 100 BatchSize Jfy 500
1 0.850 8 0.908 8 0.983 3
2 0.8309 0.917 8 0.994 8
3 0.831 4 0.912 1 0.993 6
4 0.8309 0.909 5 0.9857
5 0.8310 0.909 5 0.975 3
6 0.8310 0.899 9 0.988 3
7 0.8311 0.168 9 0.989 1
8 0.8309 0.169 1 0.989 2
9 0.831 1 0.168 9 0.989 4
10 0.8311 0.168 9 0.947 0
11 0.830 8 0.169 2 0.836 2
12 0.8311 0.168 9 0.824 8
13 0.8313 0.168 7 0.806 8
14 0.831 1 0.168 9 0.898 4
15 0.831 2 0.168 8 0.924 9
16 0.8310 0.169 0 0.926 6
17 0.8309 0.169 1 0.926 7
18 0.8312 0.168 8 0.926 6
19 0.8311 0.168 9 0.927 3
20 0.8310 0.169 0 0.9412
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Fig.6 Recognition rate curve obtained from 20 experiments

for type II big dataset based on different BatchSizes
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Table 5 Recognition rate resu. s.»f deep DCIINy cn type I
big dataset

158/ € PR A PR
1 0.990 0 x 0.9818
2 92 0 12 0.981 9
3 0.9990 13 0.981 9
4 9.976 0 14 0.981 9
5 0%7h 0 15 0.981 9
6 0.909 0 16 0.981 9
7 0.981 0 17 0.981 9
8 0.981 4 18 0.982 0
9 0.981 6 19 0.982 0
10 0.981 7 20 0.982 0
0.9950 -
09925
0.9900 |
0.9875
%’0.9850 s

092 ~—9>—oo—6—06—"0
0.9800 -
09775

0.975 0 L— T S S
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7 DCNNs 3% I RREBEEFHIT 20 XXW
SEIMIRA =%

Fig.7 Recognition rate curve obtained from 20 experiments
of DCNNs for type I big dataset
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o BRI A 0 0.980 8, fiz e IR R 40,999 0, 8%
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Table 6 Recognition rate results of deep DCNNs for type I1
big dataset

I R A P 553/ ¢/14 PG
1 0.980 8 11 0.998 5
2 0.996 7 12 0.998 5
3 0.997 3 13 0.998 7
4 0.997 6 14 0.998 8
: 0.997 7 15 0.998 7
g 0.997 9 16 0.998 7
7 0.998 1 17 0.998 8
] 0.998 2 18 0.999 0
9 0.998 4 19 0.99%8

10 0.998 3 20 0998 6
1.000 0 -
09975 X °
0.9950 F
" 09925
E‘_:: 0.990 0 |
09875}
0.9850
09825}
098002 1
02 4 6 8 10 12 14 16 18 20
JEUH
/% 81, DCNNs 3f 5 I K X E#EEHIT 20 RXH|
5 B BYIR A 2 M &

Fig.8 Re_ognition rate curve obtained from 20 experiments
of DCNNs s for type II big dataset
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JZ DCNNSs J& AN [a] 27 ) 38 % S5 IR R 46 11 1
T 2k 93. 875 5% , 7 2% K 0.000 015, 5 i 2% K
0.003 952, 4% 8 fir/R, @it SL gt v LUA Y, % )=
DCNNGs JEFA ] BatchSize %f 45 1 28 K 58 4 107 2
P 3R A 99.389 5% , J5 2% 4 0.000 003, #5 i 2 K
0.001 670,41 3% 9 JIF /R, £ K JZ DCNNs % T A [H]
BatchSize X 55125 K E 42 (- X1 513 4 83.204 5%
J52%4 0.003 258, ki 2=k 0.058 559, 413 10 iR,
Hb a5 S AT LATR B, & TR 2 DCNNs K& A [] 45 F1
JETRBEXT A T 2B 4 1~ F- 34800 %5 98,274 5%
F72£0 0.000 016, AR 7fE K 0.004 133, 4132 11 fifR,
K2 DCNNs A8 [r] 45 FRUZ R J8 X S5 1128 R 5ata 4R
B4R B2k 99. 740 5% |, )7 2%k 0.000 015, 45 2%
#70.003 952, U 12 fiR,
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Table 7 Average recognition rate,variance and standard
deviation of each deep DCNNs for type I big dataset
based on different learning rates

IR YU /% Ji % b 22

0.001 99.366 5 0.000 009 0.003 139
0.010 99.460 0 0.000 000 0.000 697
0.100 83.0215 0.000 001 0.000 944

*8 ZBRXEDCNNs HETFFREZEIRITE DA
AEEERNEHIRANE FEMREE
Table 8 Average recognition rate,variance and standard
deviation of each deep DCNNs for type II big dataset
based on different learning rates

AR T PR A% Jr 2 b 2

0.001 99.740 5 0.000 015 0.003 952
0.010 93.875 5 0.003 258 0.058 560
0.100 83.104 5 0.000 000 0.000 157

X9 #HKBIFEE DCNNs & FA[E BatchSize 335 1 3
ABEENTEHRMNE FEMRAEE
Table 9 Average recognition rate,variance ardl scandard
deviation of each deep DCNNs for typei big,dawas
based on different BatchSizes

BatchSize  FHULHIE/% | 5% R
50 73.453 0 /008,504 10.051 336
100 99.389 5 /080608 0.001 670
500 99.460 0 0. 0687000 0.000 697

# 10 £RE DCNiyg £ F A [ BatonSize 3F 5 I 2 K1
SR PCHRR RV E AR A E
Table 10 Averag recognivan rate,variance and standard
deviation oi)' ach deep DCNNs for type II big dataset
based on ditferent BatchSizes

BatchSize — F-¥iR %/ % R bR
50 83.204 5 0.000 019 0.004 417
100 39.113 5 0.115 211 0.348 245
500 93.876 0 0.003 258 0.058 549

% 11 RE DCNNs 318 [ £ XHEER FH R0
FEMRAEE
Table 11 Average recognition rate,variance and standard
deviation of deep DCNNs for typcTyhig dataset
GIRRE P/ % VES i e 22
10 98.274 5 0.000 016 0.004 133

F 12 RE DCNNs 3 $0 KK BORENFHIRFNE,
HEMIREE
Table 12 Average recognition rate,variance and standard
deviation of deep DCNNs for type II big dataset
IR E YU E /% Ji % T e 2
10 99.740 5 0.000 015 0.003 952
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Fig. 9/ "\verage recognition rate for type I and type II big
dscasets based on different learning rates
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Fig.10 Mean starndard ' ‘cviatica for type I and type II
big datasets bas d o.»ndifferent learning rates
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Fig.11 Average recognition rate for type I and type II big
datasets based on different BatchSizes
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Fig.12 Mean standard deviation for type I and type II big

datasets based on different BatchSizes
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Fig.13 Curve of recognition rate/. “ange
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Fig.14 Curvd of loss function error change
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Fig.16 Curve of average absolute error change
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