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[ Abstract] In existing privacy protection methods based on thé anonymity mechanism and scrambled chaos, malicious
users can still infer the activity trajectory of a user from obtained spatial-temporal sensing data. In order to establish an
effective chaotic region to protect user privacy and achieve effective data transmission in the chaotic region, this paper
proposes a privacy protection method based on Voronoi cells for mobile crowd sensing network. Users establish Voronoi
cells and then a chaotic region with other users. The calculated participant representatives in the chaotic region submit
sensing data by using data fusion, so as to hide user privacy in the irregular Voronoi cells and chaotic region.
Experimental results show that the method can effectively establish irregular chaotic regions,and improve the success rate
and efficiency of privacy protection for users.
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Fig.1 Schematic diagram of establishment of Voronoi cells
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Fig.2 Schematic diagram of establishment of the chaotic region
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HitH the set A of the chaotic region area,the representative s,
L.C—{d};V—id};he—l;A—{ ]|

//V represents the Voronoi diagram and V, represents the
//Voronoi cell

//Step 1:The establishment of the Voronoi diagram

2. for i from 1 to n do

3. V<V, of s,

4.end
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//Step 2. The establishment of the cloaked region
5.A<—A U area(V,)// Calculate the area of s,

6. while | C| <K do // | C| represent the number of neighbors
7. Broadcast a request to the cached contact list of the
neighbors within h hop(s) from s,

8. C—CU {s;}

9. A—A U area(V,)

10. he—h +1

11. end

12. return A

//Step 3 :The calculation of the representative

13. for s, in C do

14. Calculation the average distance d, from s, to other users
15.D«DU {d,} //D represent the set of the participants’
//distances

16. end

17. Finding the user of the smallest average distance as the
representative s,

18. return s,
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Fig.4 Sensing data packets of the chaotic region

A £ 3 TR Tl X K 26 ok 1 T B A
J& ST A — A M BT IX R QoD I fH
SR B B R B PO A K 26 R 1 VT 1 1 AT
FOAE, IR P A EAN AR A WP 500 Ak — S B iE
5 BRI DR B9 A0SR s, B TR RO £ 2 75 i A el
BHRAEER . dis, BhilE BB fE Rk 45
B, F 5 HE R U DR 5 2R AT f 2 1 2 5 AAR 5

TR 2 geih i ad i B 2 5 3 5 S8 B QoD
WM R ER G KNGS 5, BAMARGE
AR B TPME R 2 5 RS 5 E RS th
TEEUE , 24 QoD W E AR T HME & I, 25 & A6
BRAFAEh . S Sl 5 B i A 2 QoD TR i X
B KA G R R R — M UMERIR R, &
G AR X SR8 B — A QoD IE M A o, B
K QoD PFNME E(K) e T HAZ 55 A S E T
o TR XA QoD PR E I AT

E(K)=1- (1)

H n AR BT RWFEALHR 4, RS 5HERL
AR o 3C (L) hod s o B R A R AR AR
T X 2 5 3 3 52 A A 8Os 45 o 10 25 (0 SRR AR B
I LU ABL 7 7 BRI 2 5 38 SR 2 RV BUHE 1 2k B
FREE SR 5 B et A (A 5 Ak S B0l I R PPN HE (K o
AR SCRE SCr O YA 55 B, r N XRS5 2
HIRY A Z Al . ORIEAT 55 $047 19 B &, B T 55 ik
B EEEE, . DIRMEXEPH -2 58N
B, HAR P BB R
ri+1,E(K) >a Br]>r,
r,={rl-1,E(K) <a BHr/>r, (2)
ri,risr,

PR E ST 7 5 R TR v X B A — AN AT, A



$46 & 5 M T

A S P QU RS {52 PSS RS o LT D] S U N S 1A RS 185

S A A B 5% B 58 T 0T S I 1) J e a5
A A A B4R 5T 5t 3T 0 i /0N T B AR, D) AT A P A A
B 2 AR R AT, DRIk Ay DR E AT BA R B B R 4 2
KA AN S 5E M2 LT SEM R . 5
G, U S HEE S <1, BFIE—E M IUR R,
Riffir =r, , FEBASHBES RS ZSS5E., S
5&E N E LS 5L 504, % 3R & i
M A R B v A B B
3 FEE4&TEN

AR SCE S X LS 1 2 BORN S8 O i AT A
UL SRS AR AS [ P Bl S R DR AP KR
X B RA PR AP B D) B8 S Xy o B () - 308 A R AT
FE# 53T o B AL ORI s 2 8 78 % B H P oy
T RE S AR T RO i P B AR SR SCHER[17 ]
P BB RS i . AR R AT %5
h 255 ZEE B B, 3y Ry A
RIS 55 &R X I 5 BT & 17 B s A
AR SR A BT A] o S 438 AF R0 ST- 247 e i B[] sz
TRARY T ENHCR . BRAAR YK 7 5L I 32
BRI X Wb S n AP g . N PR PP-
Voronoi J5 i ¥ Ak , A SC 6 # Coprivacy J5ik' "™ #0
Privacy_1 J7 i ") 47 Xf o928 Coprivacy J5 ¥ il
it P 2Z 8] B B R B A A B 45 X R Y A
FAE 32 2 0 % R b o AU L SE A B 3C BB .
Privacy _1 J7 ¥ 8 o3 P UV 1 25 2 o7 B 44 XL, 4R
Je A FH 22 4 SKOR IS TR BR IX 35k 1) il o 5 B 0 O 5 1F
TR B, IR ik B X L 5 AR SO 26,
PR o LA A v T B e
3.1 (HFEERE

KA ST ¥E I PERE , 25T Dev-cpp 5.4 C++
TERIEFMAI I B R St SCIHFRAE {2155 2 : Windows 7,
Intel(R) Core (TM) i5-3470 3.20 GHz ) CPU,8 GB
NAF o 8 P 1) L SE IR 4R Milano , ~F- 15 TOREYH
PR T 3821 HIAT S RETFHLAH P AN 40% o 1
L5 EAE R NS2 A7 B, 1 IR A 3d {2 T
4G ML, 45580 20 Mb/s  BREAMESKF-(K) R 5 ~ 10,
BT S a5 R 2 /0 AT 100 58 )5 BOTF-HI1E
3.2 MEESW

15 B AE N [F 25 3880 F B AL R 3 K T
3 ML BRAR R ) E, Kl S PR, T AR S
PP-Voronoi J5 & AN BRI X I, H 2% 5 TR IEIX
BNFRH P Z o &R, I R 2= 53 £,
R RAPR P B ) R B 2 0 B . W 6 Fow i
S5 EREIE L AR X N i D B0 £ AL
PRI R R B 2 B 5, B ] LU S, Coprivacy J5 15 1
FRRAR AP B D) R EEA A4S, PP-Voronoi 7714 2 2218
B, H B AR B 2 i o

100 [JPP-VoronoiJj ¥
[OPrivacy 1J5¥:

8 80 [ [ CoprivacyJjj i
X
2 60
=
&
X 40+
®
&

20 +

0

100 200 300 400 500 600
2 5FH0R
BS 3MAZERABSEEHETHRFARPBINE
Fig.5 / Success rate of privacy protection of three methods
under different numbers of participants

100 [JPP-VoronoiJj ¥
[OPrivacy_1J5%

2 80 '\ [ CoprivacyJj ¥
X
= 60
=
N
X 40
oy
£

20

0

5 6 7 8 9 10
FRAAORA K P

E 6 3fMAEEARREMRFKETHREFARPHIIE
Fig.6 Success rate of privacy protection of three methods
at different levels of privacy protection

K7 2 3F TR ARF S5 H5 80T 8
2& G- 4 0 1o IR fE) . Privacy _1 5 vk 75 B2 AE 9 i (] 44)
A A X, PR O Y R B R B 2, R
& Hi 1 Coprivacy Mk R X IMAN KW S 5 H
ABJE AT ARG, FLIR T DX 3 0 8 05k B AR o, R b
PR o7 B 8] B IK . PP-Voronoi J7 ¥k T 7 2838 1o
TS5 3 00 S Y 18] B a0 5 TR T X A0 3, 75 B4
B sF 8], PR S 359 ) 37 5[] 22 5 F Coprivacy Jr %,
A2 Lb Priveay _1 J7 1 240 o B (6] 22416 . Gn &l 8
7~ il BRRA G A KOF (R £ T, i S TR i DX
TR DX P P 1) 52 B ) 384, PR Ot 4% O ik 1) O
o) 7 Bsf ] X5 30

1.0
——PP-Voronoi Jj 3%
0.8 H -=--CoprivacyJj %
" : -—-—Privacy_1Jj ¥
2
& 0.6
%
Eo04 [
2 [
B
0.2
0.0 1 1 1 1
200 400 600 800 1 000

Z5RYE
7 3MAEERESSEHE TR T 00 B B E

Fig.7 Average response time of three methods under

different numbers of participants



186 12 M- A 1 M D 2020 £ 5 A 15 H
Lo 4 #EFRIE
—— PP-VoronoiJj #

o g i R SO ) — R T T B R R T 2

E A JT P 24 2T 0 Rl W S 0 0 TR 3 I

E B, R T 15 T s B IR 1 B 5 I AL B

g ) SRR X 3 T 4 19 0 26 R

PO R PO B RA o e A, A SO i 3 PR IR XA A

Je 15 RO SR B A A 09 07 92 5 T £ HEAT K

R LRGP
8 3 M IEENRERFRI KT T B F B0 A 8

Fig.8 Average response time of three methods at different

levels of privacy protection

HE S MTUER (FEMBH TS S ERER
B, R X T ES 55 54 B#EITEL
()30 5 4 . Privacy_1 7 B 2201 2 1) DM 8 1 2 5
TR IE SRR b R G R R 2 0
Wi 2 5 550 (3 058 {5 1 T P %1% . PP-Voronoi
TR S 5 E AR AT RS, PG R
fi&F Privacy _1 J7 3k, H 2 AR 3% 58 4 0T 5 36 55 19
Coprivacy J7EZ &, HRi % 2 5 & FCa B, 7 #i8
5 i O 44238 Coprivacy 171k o WA 10 s, Bl 45 e
FARI KT 3 w8 KR T I SN 2 5 R i 16
3 ik 14 3 A o e = 3

40
s b ——PP-Voronoi j 3
- -- - -Coprivacy Jj ¥%
- 30 F \,\\ -—-—Privacy_ 1}
=
b

200 400 600 800 1000
2 5HYE

B9 3MAZEARSEELETHIEHNERES
Fig.9 Average communication volume of three methods

under different numbers of participants

45 -
40 || ——PP-VoronoiJji%

-- - - Coprivacy Jj i 7
35 1| -—-=Privacy [Jj % i

5 6 7 8 9 10
RAA DRI KP

E10 3fMAEEAEBERRPKETHEDERE
Fig. 10 Average communication volume of three methods

at different levels of privacy protection

W B i — B S 55 00 E S B, B R X
B RBCHE T B AT IR R OB S 5 A I S,
AT PR ATE S 0 50l (0 I . 7F SRR AR I A
45 W Wik T A< 3C PP-Voronoi J5 ik ) vl 171 5 4 8%
Yo F— SRR IRTE X NS 5 & sh A
B ORI A L B S5 E AT B AL 0 e
om ek

S & Uk

[1] WANG Yufeng, JIA Xueyu, JIN Qun, et al. Mobile
crowdsourcing ; framework, challenges, and- solutions [ J ].
Concurrency and Computation Practice ; and Experience,
2017,29(3) :1191-1200.

[2] WU Yao, ZENG Juru, PENG Hui, et al. Survey on
incentive mechanisms for crowd sensing[ J]. Journal of
Software ,2016,27(8) :2025-2047. (in Chinese)
R, G A M, w20 AR T IO AL R B O 4
RLT]. 424 H#,2016,27(8) :2025-2047.

[3] POURNAJAF L,GARCIA-ULLOA D A,XIONG L,et al.
Participant privacy in mobile crowd sensing task manage-
ment: a survey of methods and challenges [ J]. ACM
SIGMOD-Record,2016 ,44 (4 ) :23-34.

[ 4 TO H,GHINITA G,SHAHABI C. A framework for protecting
worker location privacy in spatial crowdsourcing [ J ].
Proceedings of the VLDB Endowment ,2014,7 (10) :919-930.

[5] DARGAHI T, AMBROSIN M, CONTI M, et al. ABAKA:a
novel attribute-based k-anonymous collaborative solution for
LBSs[J]. Computer Communications 2016 ,85:1-13.

[ 6] LI Qinghua,CAO Guohong. Providing privacy-aware incentives
for mobile sensing [ C |//Proceedings of IEEE International
Conference on Pervasive Computing and Communications.
Washington D. C. ,USA:IEEE Press, 2013 :76-84.

[7] LONG Hao,ZHANG Li, WANG Jin,et al. An incentive
mechanism with privacy protection and quality
evaluation in mobile crowd computing[ J]. International
Journal of Ad Hoc and Ubiquitous Computing, 2011,
30(3):187-198.

[ 8] WANG Yingjie, CAI Zhipeng, YIN Guisheng, et al. An
incentive mechanism with privacy protection in mobile
crowdsourcing systems [ J]. Computer Networks, 2016,
102.:157-171.

[ 9] JIA Junjie, YAN Guolei. A personalized (p,k)-anonymity
privacy protection algorithm [ J ]. Computer Engineering,
2018,44(1) :176-181. (in Chinese)

PR, EEE. — A A (p, k) B4 R
B[] AP TR ,2018,44(1) :176-181.

( FHE55 192 3U)



(4% 186 5t )

[10]

XIONG Ping,ZHU Tianqing, NIU Weijia, et al. A diff-
erentially private/algorithm for location data release[ J].
Knowledge and' Information Systems, 2016, 47 (3):
647-669.

WU Xu, LUO Min. Privacy-preserving method of location
based service in sparse environment[J ]. Computer Engineering,
2017,43(5) :108-114. (in Chinese)

L8, 2 . F i B 05 Ak T 07 IR 55 09 B3 A PR 90 O
21 T EAL TR ,2017,43(5) :108-114,

PEI Yuanyuan,SHI Runhua, ZHONG Hong, etwal. User
privacy protection for service [ J ].
Computer Engineering, 2015, 41 ( 10 )% 20-25. ( in
Chinese)

W A A, i ar, SR ) A0 B IR S 09 TP RORA
B4 [T ST AL T FLg2015,41¢10) :20-25.

CHEN Jianwei, MA Huadeng, ZHAO Dong, et al.

Participant density-independent location privacy protection

location-based

for data aggregation in mobile crowd-sensing|J]. Wireless
Personal Communications,2018,98 (1) :699-723.
KAZEMI L, SHAHABI C. A privacy-aware framework
for participatory sensing [ J]. ACM SIGKDD Explorations
Newsletter,2011,13 (1) :43-51.

CHO H J, KWON S J,JIN R, et al. A privacy-aware
monitoring algorithm for moving k-nearest neighbor

queries in road networks [ J]. Distributed and Parallel

[19]

Databases ;2015,33(3) :319-352.

KLEINBERG B J, TARDOS E. Algorithm design [ M ].
Boston, USA: Addison-Wesley Longman Publishing Co. ,
Litd. ,2010.

JIANG Hongbo, ZHAO Ping, WANG Chen. RobLoP:
towards robust privacy preserving against location
dependent attacks in continuous LBS queries[ J|. IEEE/
ACM Transactions on Networking ,2018,26(2) :1-15.
HUANG Yi, HUO Yan, MENG Xiaofeng. CoPrivacy: a
collaborative location privacy-preserving method without
cloaking region [ J ]. Chinese Journal of Computers,
2011,34(10) :1976-1985. (in Chinese)

R, /NI, CoPrivacy . — F JH P2 B E G BE 4
DCICR) 37 P B FA DR 4 7 3k [T ] TH 3 AL 27 4z, 2011,
34(10) :1976-1985.

CHEN Yufeng, LIU Xuejun, LI Bin. Collaborative position
privacy protection method based on game theory [ J ].
Computer Science,2013,40(10) :92-97. (in Chinese)
B R, 00 2 2, At 6 T 298 00 P A L MR 1Y
L A J7 5 [T ] A HLRE % ,2013,40 (10) .
92-97.

Focus on Milan [ EB/OL ]. [ 2019-01-12 ]. http.//
allegati. comune. milano. it/Statistica/AnnuariStatistici/
Milanoln Breve2012/FocusOnMilano2012. pdf.

G BhEAE



