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[ Abstract] Traditional asynchronous acquisition method affects the signal-to-noise ratio of collected power information
information, resulting/ in a decrease in the success rate of power information analysis. To address the problem of
asynchronous acquisition, this paper proposes a new power information collection method for clock synchronization. Based
on the clock synchronization collection platform of the Field Programmable Gate Array (FPGA) ,this method uses clock
synchronization based devices to send a clock signal of synchfonization to the to-be-collected device and the oscilloscope,
so that the to-be-collected device is synchronized with the working state of the oscilloscope. The principle of electrical
decoupling is used to isolate the influence of external signals on the to-be-collected device,and improves the signal-to-
noise ratio of the power consumption informationwThrough Correlation Power Analysis ( CPA) , result shows that the
proposed method improves the collection efficiency by up to 66. 7% , greatly improving the success rate of power
analysis.

[ Key words] Side Channel Attacks ( SCAYspower analysis; Field Programmable Gate Array (FPGA ) ;clock synchronous
sampling ; electrical decoupling
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Fig.1 Clock synchronization acquisition system
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Fig.7 Schematic diagram of decoupling circuit
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