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A Zombie Fans Recognition Model for Microblog Combining Text Sentiment Analysis

WU Jing,ZHAN Qianyi,LIU Yuan
( Schoplyof Digital Media,Jiangnan University , Wuxi,Jiangsu/214122,, China )

[ Abstract] The social risk caused by prevalence of zombie fans brings significant threat to the credibility of social
platforms. To effectively/recognize these zombie fans,this paper proposes a zombie fans recognition model,Zat-NN , based
on neural network. Firstythe social behavior of zombie fans on microblog is analyzed to obtain behavior features of high-
level zombie fans. Second,the cumulative distribution function is used to.study the behavior feature differences between
zombie fans and'normal users. Then Convolutional Neural Network (CNN) and Long Short Term Memory (LSTM) network
are combined to strengthen the sentiment analysis of microblog ftexts. At'the same time, the number of daily forwarded
microblogs,blogging tools and microblog emotion features aresadded_as user features to improve the recognition accuracy
and robustness of the Zat-NN model. Experimental results ‘on the/ user dataset of Sina microblog show that the Zat-NN
model can effectively recognize high-level zombie fans,improving user experience of social network.

[ Key words] social network; zombie fans; text sentimentfanalysis; Convolutional Neural Network( CNN) ; Long Short
Term Memory (LSTM) network
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Fig.2 Structure of text sentiment analysis model
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Table 2 Recognition features of microblog zombie fans
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Fig.3 Comparison of the number of followers and fans of

zombie fans and normal users
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Fig. 6 Comparison of the recognition effect of Zat-NN

models with or without adding new features
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Table 5 Comparison of the recognition effect of four

models with or without adding new features

i EHE ek AEE  AEL(
Zat-NN-D, 0.992 0.969 0.991 01979
Bayes-D, 0.911 0.965 0.569 0.716
SVM-D, 0.982 0.968 0.928 0.948
KNN-D, 0.985 0.966 0.944 0.961
Zat-NN-D, 0.981 0.940 0.964 0.952
Bayes-D, 0.841 0.913 0.213 0.345
SVM-D, 0.942 0-912 0.788 0.846
KNN-D, 0.960 0.915 0.987 0.896
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AN SR A3 T AR R O B % R, H AN LSTM J2 i
RUWERG R BE = T 4.7% , T IE B ¥ 0 46 12 % S0 AR
95 18 BT I A 850
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Table 6 Comparison of the precision of text sentiment
analysis models
L7 MR
CNN-LSTM #i 54 0.895
Bayes & # 0.801
SVM #& #Y 0.788
LSTM #5 54 0.848
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Fig.7 Feature weight distribution

PE Gt A SCHT R B 4 b A 589 Sl
fE P, AR R RO Y 29 5% o IX 26 R AR
PR BIE T A NGRS AR, 2B 2 B
A R A P O AT D o BE A s fE T A i o
PO A8 B 1 T, ) A 0 4 2 T I B 22 R A, PR A
A — BN TE BT, M AT] RO A B K il
WA A WA NS, W S is B R 2,
PUNASEBIAT I 200 3X 28 1E ] P el i o0 2R o 4 P
J DAL g o e K X 26 R P R P R 2R AT A BRI
3 o — X T e



446 & 6 M) fh & TRE,x H—Fh

4ia

SCASARE I3 M B folc LA A3 TS A6 1 295

T

o A o o B P Y S AL G
H TR B K R 2 M A R AR RO R K
TR MEREAR A 5 BB 3 oK s G R R
N DRl TR N ¥ NS R NS = Ko 1 A/
L2z 4 3l ™ F R, DRI AT Ry B OIS BR AR A
XoF T g T TR G B A A 52 I 4 1 P AR 2 Ok
HE ARSI EE AT A 3 A5
T 5 SC 1L AN P RRAE , OF B85 & B AR T = Ak B
T3 Xt ol SCAS AT T T 0 e S el 17 U A
3ANHTRFIENG B TR R R . SRR R T
T VU T A AR Ay, O A T R R R A T —
A TTATA R AR DR T S o R — 2R X 8 0 45 3R
BRI EAT 22 AE 55 o~ LA R B8 2 00 4 7 ok T P
ik DT BEAT 5 X 4R 7 AN TG BR A

S % ik

[1] ZHANG Yuxiang, SUN Yan, YANG Jiahai, et al.
Feature importance analysis for spammer detection in
Sina Weibo [ J ]. Journal on Communications, 2016,
37(8) :24-33. (in Chinese)

TR INGE A R, AR TR BT R SR AT ik
PRI ZEAE AT [T ] 015 254 ,2016437(8) :24-33.

[2] PEIW,XIE Y, TANG G. Spammer detection via  combined
neural network[ C]//Proceédings, of International Conference
on Machine Learning' ‘and/ Data /Mining in Pattern
Recognition. Berlin, Germany : Springer;2018 :350-364.

[3] ALGHAMDI B,XU Y,WATSON J."A hybrid approach
for detecting“spammers in online social networks[ C]//
Proceedings of International / Conference on Web
Information Systems Engineering. Berlin, Germany:
Springer,2018 ; 189-198.

[4] COLLADON A/F. Measuring the impact of spammers
on E-mail and Twitter networks[ J]. International Journal
of Information Management,2019,48.254-262.

[5] FAZIL M. A hybrid approach for detecting automated
spammers in Twitter[ J]. [EEE Transactions on Information
Forensics and Security,2018,13(11) :2707-2719.

[ 6] LIU Rong,CHEN Bo, YU Ling,et al. Overview of detection
techniques for malicious social bots [ J ]. Journal \ on
Communications, 2017 ,38 (Z2) :197-210. (in,Chinese)

X R, T2 5 At S L A A B2 AR TR [ T].
JAAfEFHR,2017,38(Z2) :197-210.

[7] ZHAO Yanyan, QIN Bing, LIU (Ting, etval. Sentiment
analysis[ J]. Journal of Software,2010,21 (8): 1834-
1848. (iin Chinese)

R F, 22 55, NI SCASRIR G AT 23838 [ T 3R p 2
7,2010,21(8) ;183441848 .

[ 8] HASSAN A. Deep learning approach for sentiment
analysis of short texts [ C |//Proceedings of the 3rd
International Conferenceon Control, Automation and Robotics.
Washington D. C. ,USA:IEEE Press,2017 :705-710.

[9] RANI S,KUMAR P. Deep learning based sentiment analysis
using convolution neural network [ J]. Arabian Journal for
Science and Engineering,2019 ,44(4) :3305-3314.

[10] HOCHREITER S, SCHMIDHUBER J. Long short-term
memory[ J]. Neural Computation,1997,9(8) :1735-1780.

[11] ZHANG Yanmei,HUANG Yingying, GAN Shijie,et al.
Weibo spammers ’ identification algorithm based on

[12]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

Bayesian model[ J]. Journal on Communications, 2017,
38(1) :44-53. (in Chinese)
S, AT A 5 T DL SR 2R ) Gl 1o 16 2%
KU FE[T]. AR %4 ,2017,38 (1) :44-53.
LI Tao,WANG Yugiao,XIAO Zhijie. Discovery of features for
recognition of social networks spammers [ J ]. Computer
Engineering and Design,2019,40 (5);1214-1217, 1248. (in
Chinese)
2V, B, H R . A A I OK AR B R AE R IR
HEHLTRS%11,2019,40(5) :1214-1217,1248.
CHU Z,GIANVECCHIO S. Detecting automation of Twitter
accounts :are you a human,bot,or cyborg? [J]. Dependable
and_Secure Computing,2012,9(6) :811-824.
HERZALLAH W, FARIS H, ADWAN O. Feature
engineering _ for detecting spammers on Twitter:
modelling/ and analysis [ J ]. Journal of Information
SCience42018 ,44(2) .230-247.
TAQ Yongcai, WANG Xiaohui, SHI Lei. Detecting
zombies in microblog based on the clustering
phenomenon of fans[J]. Journal of Chinese Computer
Systems,2015,36(5) :1007-1011. (in Chinese)
Pk A, EIRE, A&, % LT H P WERIEME M
TR P A [T]. /B R TR AL R 4, 2015,
36(5) :1007-1011.
ZHANG Xiying, CHE Xin, TIAN Xianyu. A recognition
method of zombie fang on micro-blogmuser’ s behavior[J].
Journal of Natural Science. of Heilongjiang University,
2014,31(2) :250-254. (in Chinese)
SR, A&, B s R T AT S R A
Ry O I ] e TR A A AR B o oe 4, 2014,
31(2) :250-254.
QIU Xiuliap, TIAN Xiaohu, LIAO Wenjian. SEIR
microblog ypublic opinion communication model with
positive and negative feedbacks [ J]. Computer and
Modernization ,2018(2) :44-48. (in Chinese)
B35 %, /R, B 8. B T OE £ S 45t iy SEIR i 19
B AGR AT [ 7] 5L 5 B ML ,2018(2) :44-48.
LI Shen, ZHAO Zhe, HU Renfen, et al. Analogical
reasoning on Chinese morphological and semantic
relations[ EB/OL ]. [ 2019-05-14 ]. https.//arxiv. org/
abs/1805.06504? context = cs.
KINGMA D P,BA J. Adam: a method for stochastic
optimization [ EB/OL ]. [ 2019-05-14 ]. https://arxiv.
org/abs/1412.6980.
HINTON G E, SRIVASTAVA N, KRIZHEVSKY A,
et al. Improving neural networks by preventing co-
adaptation of feature detectors [ EB/OL ]. [ 2019-05-
14 ]. https ;//arxiv. org/abs/1207. 0580v1.
CHEN K,CHEN L,ZHU P D, et al. Unveil the spams in
Weibo [ C |//Proceedings of 2013 IEEE International
Conference on Green Computing and Communications
and IEEE Internet of Things and IEEE Cyber, Physical
and Social Computing. Washington D. C. ; USA: IEEE
Press,2013:916-922.
WANG Yue, ZHANG Jianjin, LIU Fangfang. A multi-
feature Weibo zombie powder detection method and
implementation[ J]. Sciencepaper Online,2014 (1) :81-
86. (in Chinese)
F RGN A, 005 07— b 2 RR AR SRR )T R G
ST T E B 30,2014 (1) 181-86.

i FhiEIE



