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[ Abstract] In order to/reduce network security risks and better realize the optimiization of network attack paths, this paper
constructs a SQAG ,model for network attacks based on the existing network attack graphs. The model discretizes the
attack process,in which the‘attack graph at each moment contains the nodes.occupied by the attacker at that time. The
attack entropy optimization algorithm is used to implement cost-benefit analysis of sub-attack paths,so as to reasonably
eliminate redundant paths. Through reasonable deduction of the atta¢k process, the joint tree algorithm that performs
precise reasoning is applied to the sequential network attack- graph to obtain the node confidence degree of the attack
graph at any moment in real time. Experimental results ‘show/ that when the firewall tightens the access scale, the
confidence degree of each node in the proposed model decreases with time in the attack process. The redundant paths are
eliminated by using the attack entropy optimization algorithm to obtain a more accurate confidence degree of nodes.
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Fig.1 Sequential network attack graph
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