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[ Abstract] It is crucial to provide network security protection for power grid, one kind of national key infrastructure.
Network security can be maintained by providing traffic warnings for the power grid Industrial Control System (ICS). To
this end, this paper proposes an abnormal identification method that combines Deep Belief Network ( DBN ) with the
Random Forest( RF) algorithm for the power grid ICS. The method constructs a DBN model to implement the in-depth
mining of the correlation characteristics between multiple traffic characteristics and learn the feature extraction modes
applicable to the traffic of power grid ICS. On this basis, the traffic whose characteristics are learnt and the malicious
attack traffic are input into the RF detection model, and the model parameters are gradually adjusted for learning to obtain
the optimal detection model. Tests are-carried out on the data sets that are selected based on the features of power grid
traffic from the classic intrusion detection data set, KDD99. Experimental results show that the accuracy rate of this
method reaches 96. 16% while the false alarm rate is only 3. 49% . Compared with logistic regression model, multi-
classification support vector machine model, DBN model and K-means algorithm, the proposed method can more
accurately identify abnormal traffic in power grid ICS.

[ Key words] power grid security; power grid Industrial Control System ( ICS) ; traffic anomaly detection; Deep Belief
Network ( DBN) ; Random Forest( RF) algorithm
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Fig.1 Schematic diagram of attack on power grid industrial control system
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