g% F 128 2= S A W 2020 4 12 H
Vol.46  No. 12 Computer Engineering December 2020
- METERE - X EH S 1000-3428 (2020 ) 12-0120-07 XHARER: A HE S %S TP309

BHAEZHRENGETHHEENEAR
AR IR U
CEABHES A (56 TR B 135 201306)

O IS VCUE AT R AT SRR T Bl v Rk o 2 A i G A D i TR IR A8 e, T AR ST ROAIE TS
S AE W 48 2 SR R BT A Dy 0l 2 EO Iy B 4 A 55 MOk A 2 A Ul o AR 2 A 2R T B 59T BOAIE
J7 ZEEN L, F A v 0 Ok i 2 B AR B R  l aed der/N 3 T7 0R 22 1k R AT AR T A T B R T SR D7 58 9 i E T
T 00 e L Bt A T AR AR B0 T T i A A R E ATk R AR R . TERE R R T R — s R Ol R
SAE 23 HT 15 18 19 fie R 22 A AR R A B 4508 A9 o 2 i X, SEBGZEAR 3 T, B e AT S RO B, T
I M 3 8 B AR RO B, EL S A ik 45 6 W O 9 sl AR ORI T 0.3 I, BTty s 9 HE R Y
fH/NF1.87 x 1077 B0E T 1% B 24k

KGR ;IS 2 A T 5 T R OIE s (BB AR 56 5 i 0 Tl SRS s 2 A

FHRE(RBERS)RERL(OSID) :

35| AR A R AR R G 2 AR PRI B AR T S [T ] S RNL TR ,2020,46 (12)) £ 120-126.
Z 5| A HAN Jialiang, XU Ming! Message authentication scheme under Gaussian yector; multiple-input

channels[ J]. Computer Engineering,2020/,46(12) :120-126.

Message Authentiecation, Scheme Under Gaussian Vector-Multiple-Input Channels

HAN Jialiang , XU Ming
(College of Information Engineering, Shanghai Maritime University , Shanghai 201306, China)

[ Abstract] Message authentication allows the receiver of a message to detect whether the message is forged or illegally
modified by someen¢ other than the legitimate sender. Traditional message authentication schemes are typically
implemented at the network layer or higher, which are vulnerable to security threats such as replay attacks, denial of
service attacks and so forth. Based on the existing schemes based on /the physical layer, this paper proposes a message
authentication scheme using the Minimum Mean Square Error ( MMSE) method for estimation of channels under the
Gaussian vector multiple-input channel model. An optimaltattack strategy for the eavesdropper is also formulated, and
determines the reachable secrecy boundary according to the probabilities of successful attacks of the eavesdropper. By
using the information theory to analyze the maximum security authentication rate of the channel, the secrecy capacity
domain of the channel is obtained. Experimental tesults show that the average probability of successful attack of the
eavesdropper decreases exponentially with \the increased number of received messages. When the spatial correlation
coefficients between all senders and the eavesdropper are lower than 0. 3, the average probability of successful attack of
the eavesdropper is less than 1.87 x10.."ywhich verifies the security of the proposed scheme.

[ Key words] Gaussian vector multiple-input channel; message authentication; hypothesis testing; optimal attack
strategy ; secrecy capacity
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