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[ Abstract] Distributed energy sharing is a important direction for the development of the energy Internet. However, the
existing distributed energy sharing networks are generally faced-with problems such as high energy consumption and
difficulties in achieving trust between energy supply and demand subjects.In order to establish a mutual trust mechanism
in the energy sharing network, this paper proposes a trusted distributed energy sharing network based on blockchain
technology. The network uses a three-layer network cooperative work chaincode system based on sidechain to achieve
network performance improvement and privacy protection of the subject. Then a dynamic scheduling mechanism for
distributed energy is used to reduce energy consumption and improve overall energy utilization. Experimental results
demonstrate the effectiveness and security of the proposed network in the key tasks of cross-chain value exchange,
energy transmission and dynamic scheduling, and it excels in system throughput, privacy protection, and energy
scheduling efficiency, etc.
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Fig.1 Architecture of trusted distributed energy sharing

network based on sidechain

TE H T 04 B AT A5 20 A B8 DL = 0 2% v ) AR
PR DT 22 S AR 32K

DRI R AR T 28 5 J2 R JE J= | 5T fds
1] FH P WSO R 2 0 G IR ) |, 4 3 ik %% £k BE TR AL
gt R TP T A R 4

2)fE RE S « A7 TE TR B2 2 A B2 R 5T f 1S fE
UL 55 55 1 H i 4 e Ak, 308 i 2 500 1] ) P ik
AE VR i 422 WSO P i o Y RE TR

3P AFAE TR 5 J2 i = Y B R R
X 2% o fh 2% 1) £ s, A 58 G0 RE DR A 5 AR B A2 B fiE
TR 4 5 12 i i 4 T A, 8 S 90 BB it +2 RO
URIFRE 5 A RE IR B 19 A2 7™ BE TR Ta] fikk BB S ik

55 FE AR ML, 7 T OB A AT 5 23 A 2 RE IR
S o 2% vh AR U DA% 45 R 55 BT ) 2% S R A R
R RN ) B ZE WA S5, R 2 B0 S W)
HZ HE R A=, R 5 5 5 = i i
i B AR I IR SO Sy e BE 52 B i, P A T
1 52 5 B A A AT AR BRI AN (S e . T £
(4 T A5 23 A 3CRE UL 52 W 2 Rl T X bR 0 i | i
1 G 2 G AT A S R BT DU AL -

DAl S B W] o Ji X Bk B R X BEUH 2
i BE S R P A S IR S DL R K AR T L Y
A 52 Ty FEATIC R, B R 22 5 id sk EL S TR Bk TR
W OREE T BRI R R fE T ER . RS S
EMOR A AF B ) B A A RUE AT A BT
T RE U2 W) X B W5 K 1) 22 Wik, (8 A0 RE TR
IR/ LY (S R B R VAR G UK i X E 5 N K (4
55 AR, KR IR 4 N T A A9 Ji] |, B DR 58 5 LU
Wi 58 5 thAT o A 2 W A 3

2) BT R0 265 1 R I I B RA PR B o T o 0 B 4
A A 28 5 R 55 98 B e BEAT IR ) — D7 AR T
BN T AR A RO S MBS LAY S
e fE AR B ), e T AR B b R B A AR R T,
— B T B B IR AN T DX B AR RO A7 T 0% S AR
2 T W 45 B AR BE 5 55 — D7 ThKE B ™ 15 RE TR A5 1
S T L T T A Ak G G Al Y
A (I ] B2 J= it B vl 19 5 JC VR AR AR 5 B8 A DG 9 52
S5 R sk T P28 AR

3B IR PET RIRMF G . T MEEW AT {F
A AR RIS W T BRI AL G S o E R G
By SEAT R G, B 45 32 1R IR i I S A0 T RE TR, SRR
Ik B S A E 7 A R N EBOAE N A BB R AN 5 4
e, LAV 68 U I 2% v Y RE DR VR 9, S B AR IR
ES-IN
22 ZENEHETEEBER

=2 25 T ) A A R R R R X R 4 Y
AT AE o3 A0 3 3 52 0 2% 1 T 0 B A IR & il 0 i S —
B R MRS AR R SE AR - R T A
A AP 09 25 - 33 X AR PR R] 32 A A
FE ST HE T A AT A 43 A 2 RE 5 R 2% b
UEAZ G\ RE U 4 B | R U5 A 4 ) N S AT S 1Y 3 g R0
W) JEE SO A Sy B S U B B IR A Y — Bk, T
fij tb S AF i IN (Simplified Payment Verification,
SPV) R KR T 38 S B A 2 g T Ik Ik B
[i] 1) — B0 A5, R A A 1k RAE B AL 8 R
P ) ZE 3R 71 S SO — BoPE ) R A . B 2 SRR N
IR TAERE IR R, 558 5 )2 5 8 B 20 Ik Rk
ZE K6 FH 6F B, “ Transaction” 5 “ Schedule” 49 5l R &F &
T 52 By Bl R R B R L R 1404 Initialization |
Transaction , Token ., Query . DB, Apps % -, Schedule
BERS A M & Algorithm AL HL . = )2 W 45 P [a] T4
A 1A ZR b BE VR AL 25 R BE T A 00 TR S R U) 21 1, 4
& 3 FTE 4 s .

Transaction

[ I [ I |
|Initializationl |Transacti0[ﬂ |T0ken| |Query| DB lApps|
init() transfer() PurchaseRights()
ValueExchange()

query()

query()
Record()

GetMapConf()
FindSt()
UpdateMap()

transfer()

UnlockRights()
ValueExchange()
QueryQualification()

PurchasePower()

query()

query()
Record()

transfer()

init() transfer()

|Initializati0n| |Transaction| |T0ken| |Query| IEB_—I Apps | |Algorithm
T T T T

B2 ZEMEHEITIEEHEER
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' -C|transaction

t# peer chaincode query -n
1}' -C[schedule

t# peer chaincode invoke -n
, "Clientl”, "73"1}"] -C
transaction

Retrieved channel (transaction) order endpoint: orderer:6080

Chaincode invoke successful. result: status:200 payload:*Token
trans. Verified. Block num 4g3sq2. Token address bn3na7."

root@5gu32dc61fma: /opt/gopath/scr/experiment# peer chaincode invoke -n
experiment -c '{"Args": ["UnlockRights"]}' -C schedule

Retrieved channel (schedule) order endpoint: orderer:6080

nvoke successful. result: status:200 payload:“Token
ed. Block num dhdnd2. Token address 23wetd. Token

Client1"]}' -C transaction
lance™: 927}
r/experiment# peer chaincode query -n
Client1"]}" -C schedule
73}
ment# peer chaincode query -n
s }' -C transaction
", "Balance”: 1000}

B8 MLEEFEMmLIWER

Fig.8 Experimental results of purchasing energy rights
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# peer chalncode query -n
' -C schedule
Tance I
xperiment# peer chaincode query -n
: , "Client1"]}' -C transaction
ientl", Type: "T", "Balance": 927
c61fma: /opt/gopath/scr/experiment# peer chaincode invoke -n
"Client1", "20"1}'|-C

(
root@sgu
experiment -c ["{"Args": ["ValueExchange"
schedule

Retrieved channel (schedule) order endpoint: orderer:6080

Chaincode invoke successful. result: status:200 payload:"Token
locked. Token address r7dh3e."
root@5gu32dc61fma: fopt/gopath/scr/experiment# peer chaincode invoke -n
": ["ValueExchange", "Clientl1", "20"]}' -C

Retrieved channel (transaction) order endpoint: orderer:6080
Chaincode invoke successful. result: status:20@ payload:["Token

trans. Verified. Block num di4jd2. Token address ejx46w. Token
unlocked.™

root@5gu32dc61fma: /opt/gopath/scr/experiment# peer chaincode query -n

experiment -c '{
{"Owner": "Cl1
root@5gu32dc61fm
experiment -c ‘'{"Ar
{"Owner": "Client1"

B9 BEFENmEBIEFRIBERL

Fig.9 Experimental results 1 of energy rights conversion to

ry”, "Client1"]}' -C schedule
"Balance": 53}
opt/gopath/scr/experiment# peer chaincode query -n
“: ["query", "Client1"]}' -C transaction
", "Balance": 947}

general certificate

52 5% 50 9IE BE U 2 F) A% 300 A4S B 11 E IR AN 25 7
1 300 K@ E , 71 10 T, DK 52 5 )2 5 0 )2
RE IR 2> Al B A OB B IR 2, @ 0 e i 4, @5 @)
) g BRE 5 A B 4, (B D e Hf e U RE TR A T B
B RN . SR ECRAT & P



24 it &

L F 20214E3 15 H

root@sgu32dcelimd: /opt/gopath/scr/experimentd# peer chaincode query -n
"query”, "EC"]}' -C schedule
“Balance": 1000}

experiment -c '{"Arg
{"Owner™: "EC", Type

root@5gu32dc61fma: /opt/gopath/scr/experiment# peer chaincode query -n

experiment -c¢ '{"Arg "query”, "EC"]}' -C transaction

{"Owne; "EC", Type , "Balance": 1000}

root@5gu32dc61fma: /opt/gopath/scr/experiment# peer chaincode invoke -n
experiment -c |'{"Args": ["ValueExchange", "EC", "300"]}'|-C schedule

Retrieved channel (schedule) order endpoint: orderer:6080

Chaincode invoke successful. result: status:200 payload:|[Token
Tocked. Token address rj5s74."
root@5gu32dc61fma: /opt/gopath/scr/experiment# peer chaincode invoke -n
experiment -c '{"Args": ["ValueExchange", "EC", "300"]}' -C transaction

Retrieved channel (transaction) order endpoint: orderer:6080

Chaincode invoke successful. result: status:200 payload:"Token
trans. Veritied. Block num k3d45h. Token address 5tk4hc. Token
unlocked.”
root@5gu32dc61fma: /opt/gopath/scr/experiment# peer chaincode query -
experiment -c '{"Args": ["query”, "EC"]}' -C schedule
{"Owner": "EC", Type: "S", "Balance": 700}
root@5gu32dc61fma: /opt/gopath/scr/experiment# peer chaincode query -n

query”, "EC"]}' -C transaction
, “"Balance": 1300}

El10 pElRANE MBIEREEKIIEER2

Fig.10 Experimental results 2 of energy rights conversion

to general certificate
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y", "Record"]}’
™, "BlockNum™: "
": "Client1", “"BlockNum": "didjd2", Message:

, "BlockNum™: "k3d45h™, Message: null,

E11 ZWI1XHHEIRFR

Fig.11 Transaction chain record of experiment 1

' -C schedule
"dh4nd2", Message: null,

: "Client1l", "BlockNum": "ed5hdn", Message:

C", "BlockNum": “"k8ch3d", Message: null,

E12 ZHIAEHILR

Fig.12 Scheduling chain record of experiment 1
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“EC", "BlockNum": "4g3sq2", Message: null,
"Client1", "BlockNum": " didjd2", Message:
"BlockNum": ™ k3d45h ", Message: null,

", "BlockNum": "dhSndw", Message: null,

“"Client1", "BlockNum": "2d8gn2", Message:

", "BlockNum": "n4hf7e", Message: null,
"EC", "BlockNum": "d44he2", Message: null,
“EC", "BlockNum": "eh4n2w", Message: null,
"Client1™, "BlockNum™: "heScma", Message:

", "BlockNum": "cmdh43", Message: null,

", "BlockNum": "d5v9zq"™, Message: null,
"BlockNum": "q@vSef", Message: null,
“Client2", "BlockNum": "2bmzaq", Message:

", "BlockNum": "6jkwdy", Message: null,
"EC", "BlockNum": "Sfz7t1", Message: null,
"Client3", "BlockNum": "Svn3ef", Message:
"EC", "BlockNum": "6rf8za", Message: null,

"EC", "BlockNum": "Skdiug”, Message: null,

BEl13 SEU 1SRt

Fig.13 Single chain comparison of experiment 1

KU 2 RETRAL LG FIRE R YL EG o TR RE IR
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T H P BE 0l JalE f RE U AY SRR R, Hoh oo RR
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available/unavailable. 35 7~ fiff fiE 3 fiff g /2 75 72 & H A%
B HERE BRI 2 rh Y S S 56 2 IR R U
A HEREMCRE EBR A=100 JH P 1 H i BERE RN H 35
A R n el a4 P 15 TR o

R2 BEFEMATEMHEENTIRI
Table 2 Energy supply experimental storage

station list 1

M fitiBEuh a BB b it RE 3 ¢
1 (15%,unavailable)  (10%,available) (0,available)
P2 (20%,unavailable) (0,available) (15%,available)
3 (20%,unavailable) (0,available) (25%,available)

scr exper‘lment# peer chaincode 1nvo
experiment -c '{"Args": ["QueryQualification", "Clientl", "Buy"]}
schedule

14 BERMAESKIBERI
Fig.14 Energy supply experimental results 1
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Sign:

di t: 25AEFRT21 EF43

("St.name": "ét.b", ";torage": 20, "ClientNum": 2}
15 BERMEXHER2
Fig.15 Energy supply experimental results 2
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Retrieved channel (schedule) order endpoint: orderer:6080

Chaincode invoke successful. result: status:200 payload:"Getting
energy from St.b."
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Fig.16 Energy supply experimental results 3
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Table 3 Energy supply experimental storage

station list 2

TE RE W 52 56 Hh 14 400 i Al A RE 2t 51 R A 5
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H I RE IR g i AR AN P 19 P8 20 BT s .
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Table 5 Energy acquisition experimental energy

storage station list 1

i filf BE v a it AE vl b fERE M ¢

1 (15%,unavailable) (10%,available)
2 (20%,unavailable)
3 (20%,unavailable)

(0,available)
(0,available) (15%,available)

(0,available) (25%,available)

Fi i fE a fiti e b fi# g ¢

A (15%,unavailable)
HF 2 (20%,unavailable)
JHr 3 (20%,unavailable)

(10%,available) (0,available)

(0,available) (15%,available)

(0,available) (25%,available)

"Storage": 10, "ClientNum":

{"St.name": "St.b",
E17 RRARGER
Fig.17 Energy supply experimental results 4
QP 18 Ji 7S, i B8 o A SURE R B A A B HIL ),
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Retrieved channel (schedule) order endpoint: orderer:6080

Chaincode invoke successful. result: status:200 payload:"Getting
energy from St.b."
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Fig.18 Energy supply experimental results 5
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available, Pk &2 I8 . B VR fIbgs S0 40 5 B2, SL e 45 2R
GiRER T

x4 BEEMHAETINMEEELTIRS
Table 4 Energy supply experimental storage station list 3

experiment -

schedule
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Fig.19. Energy acquisition experimental results 1

: 4IDISFKS58SOTM3RFD
, "ClientNum": @}

{"St.néme": "St.a", "Stofage
20 BERWITHSEIRLE R 2
Fig.20 Energy acquisition experimental results 2
Wi p 21 B 15 B8O A 3CREE Bl 245 R B LA
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Retrieved channel (schedule) order endpoint: orderer:6080

Chaincode invoke successful. result: status:200 payload:"Selling
energy to St.a."

E21 BRI ERS

Fig.21 Energy acquisition experimental results 3
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Table 6 Energy acquisition experimental energy

storage station list 2

P fift BE il a fift BE il b i AE il ¢

iilal! (15%,unavailable) (10%,available) (0,available)

2 (20%,unavailable) (0,available) (15%,available)

3 (20%,unavailable) (o0,available) (25%,available)

i filf HE v a fERE G b filf BE i ¢

A (15%,available) (10%,unavailable) (0,available)
JHr2 (20%,available)
M3 (20%,available)

(oo,unavailable) (15%,available)

(co,unavailable) (25%,available)

{"st.

22 BERWHSERER4

Fig.22 Energy acquisition experimental results 4
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B RE A 3 AL i RE U a BUEBEZS (A E
6, AN AT & BB 5K, Al RE uli a 5 BT AT T W T 3%
He 0P 3 BT WU AR TR WSO |, I I A AE 0 41 3R A
RTFR. WTLLE e i B2l a ROARZS E N
unavailable. 5 I [R]BF, fiff B8 3l ¢ 19 fiff AE UL 3A ) |
PR R 25 537 0 unavailable,  BE 5 Y 52 56 58 58 | 5
B 45 R AT 5 U .
x7 mBEHMLEREILTIRS
Table 7 Energy acquisition experimental energy
storage station list 3
Jil kA3 2 B3 b
1 (15%,unavailable)  (10%,available)
)12 (20%,unavailable)
I3 (20%,unavailable)

filf HE i ¢

(oo,unavailable)

(c0,available) (15%,unavailable)

(o0,available) (25%,unavailable)

B 23 R 1 S 56 2 R R B A 7 AR 1 32 B il R
SzEG 2 T L S AERENE b A S 140k, T 3 S i fE
Whia G 13, SRR A S il WA, Ul B X
il % 22 5y A0 s H A A%

{"From": "Clientl", "To": "St.b", "BlockNum": "rk4ie2", Mes
"y

| "To": "st.b", *
", "To": "St.b", "BlockNum": "5Sr8ei3"

", "To": "St.b", "BlockNum": "

", "BlockNum"

", "Block

", "BlockNum": "

, "BlockNum"

null,

: null)

“: "Client3”, " C '3 W o L : null,

“: "Client3", "BlockNum": "45edrf", Message: null,
: "Client3", "Blockl i657d", Message: null,
ssage: null,

: null,

: null,

: null,

: null,

", Message: null,

", Message: null,

3", "BlockNum": "64r35q", Message: null,

", "BlockNum": "wh34da", Message: null,

3", "BlockNum": "Seyha6", Message: null,

E23 ZH2EEREICRE

Fig.23 Scheduling chain record of experiment 2
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Table 8 Experimental results of distributed energy dynamic scheduling mechanism

o — R B N 0 98 2 AL ) 6 P i WALk i B L
/% BRER% Bl A0 RERRFE RS/ REVRME T RSN REDRBURE R /%
10 2 17.4 5.2 114.6 8.7 114.6 10.9 0.79
10 2 15.8 7.0 92.7 9.1 92.7 11.5 0.79
10 2 15.3 2.6 106.9 7.6 106.9 10.7 0.71
25 6 21.7 9.4 233.1 12.2 233.1 159 0.76
25 6 234 12.6 290.4 12.7 290.4 16.2 0.78
25 6 22.5 10.3 264.7 10.9 264.7 154 0.70
50 17 30.8 16.8 523.4 134 523.4 22.1 0.60
50 17 28.4 18.2 489.5 15.2 489.5 20.4 0.74
50 17 32.6 14.5 478.1 149 478.1 21.3 0.69
100 30 34.1 17.3 854.3 17.7 854.3 24.6 0.71
100 30 334 20.1 1374.4 16.3 1374.4 25.9 0.62
100 30 36.1 18.5 967.2 17.4 967.2 26.7 0.65
200 70 40.7 18.3 1987.5 15.2 1987.5 22.9 0.66
200 70 354 12.7 22342 14.4 22342 244 0.59
200 70 37.8 16.9 2 6371 17.6 2637.1 27.9 0.63
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