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LI Minglei, LU Yuliang, HUANG Hui,ZHU Kailong
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[Abstract] Guided grey-box fuzzing test is a technique that can quickly test a specified location of a program.By
analyzing the problem that the existing guided grey-box fuzzing.test techniques are not accurate enough in guidance,
this paper proposes a guided grey-box fuzzing test method. The method introduces the concepts of basic block weight
and function path length. Through the static analysis of the program under test, the function call graph and control flow
chart of the program under test are constructed, and the more accurate basic block distance is calculated and inserted into
the program.By instrumentation, the distance from each test.case to the specified target is tracked and calculated in the
fuzzing test.The fuzzing tester calculates the seed energy based on this distance to achieve the guidance of the target area.
Based on this method, the prototype system Afl-guide is implemented.The experimental results show that compared with
the existing guided fuzzing test methods, the proposed method is more accurate in the guidance of the target area,
provides wider path coverage,and can generate test cases covering the specified position of the program faster.
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Fig.1 Framework of guided fuzzing test technology
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Fig.2 - Schematic diagram of distance calculation
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Fig.3 Schematic diagram of program path
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Fig.4 Distance calculation of weighted path
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&3 libming BEEER
Table 3 libming path coverage

CVE-ID TH Cov/% AveC Better
Afl-guide 6.14 3.46x107° 1.63
2018-7867
Aflgo 6.50 2.12x107° —
Afl-guide 6.48 2.23x107° 1.43
2018-8807
Aflgo 6.76 1.56x107° —
Afl-guide 6.83 4.72x107° 1.20
2018-8962
Aflgo 6.77 3.92x107° —
Afl-guide 3.06 7.05x107° 2.58
2019-12982
Aflgo 437 2.8x107° —
Afl-guide 3.19 9.91x107 1.31
2020-6689
Aflgo 3.30 7.57x107° —

& 4 GNUBinutils §EBEE
Table 4 GNU Binutils path coverage

CVE-ID TH Cov/% AveC Better
Afl-guide 4.33 5.67x107° 1.47
2016-4487
Aflgo 4.41 3.84x107° —
Afl-guide 9.31 2.44x107° 1.04
2016-4489
Aflgo 937 233x10° —
Afl-guide 2.72 9.78x107° 1.08
2016-4490
Aflgo 2.38 9.02x107° —
Afl-guide 11.31 4.13x107° 1.11
2016-6131
Aflgo 11.67 3.72x107° —
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