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[ Abstract] In order to meet the requirements of medical data iin cloud for sensitivity, integrity and statistical analysis
applicability, this paper proposes a verifiable statistical analysis schéme for encrypted medical data.The scheme employs
the homomorphic encryption technique to achieve medical data confidentiality and encrypted data aggregation. In
addition, the homomorphic signature algorithm is used to ensure the integrity of outsourced medical data. The scheme
enables users to upload the encrypted medical data and the corresponding signatures to the cloud server for storage.Once
receiving a request for outsourced data aggregation from a medical Data Analysis Center (DAC) , the cloud server
aggregates those encrypted data and the cotresponding signatures, and returns the results to DAC.The DAC could verify
the integrity of the encrypted data aggrégated by the cloud server.By the private key for decryption, DAC could directly
obtain correct results of the aggregated original medical data of all users, and further perform statistical analysis. The
experimental results show that the\calculation cost of DAC in this scheme is constant and independent of the number of
users in data integrity verificationsand aggregated data analysis, and the proposed scheme is more efficient than SPPDA
and other schemes in massivewprivate medical data analysis.
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Fig.1 System model of encrypted data aggregation scheme
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